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ONPEJAEJEHUS

B HACTOSIIEM HOKYMEHTE HCIONB3YIOTCA CleAytolye TepMUHB] U uX OIlpe-
JICTCHUS.

ABTOMATH3HPOBAHHAS CHCTEMa — CHCTEMa, COCTOALLAs M3 epcoHajja u
KOMIIJIeKCa CpelCTB aBTOMATH3allMh ero ACATCIBRHOCTH, peanusylomnas MHpopMa-
HUOHHYIO TEXHOJIOTHIO BEIIONHEHHS yCTaHOBICHHBIX bYHKIWH.

AyTenTHdHKANNS OTOPAaBUTEIs AAHHBIX — NOATBEPKACHHE TOTO, YTO OT-
MPaBUTENh TTONYYEHHBIX NAHHBIX COOTBETCTBYET 3as1BJIEHHOMY.

Be30MacHoCTh NEPCOHANBHBIX JAHHBIX — COCTOSHHC 3AIIUIIECHHOCTH nep-
COHATBHBIX JAHHBIX, XapaKTepH3yeMOoe CIIOCOOHOCTEIO [0JB30BaTENeH, TEXHUYSCKNUX
cpencrs ¥ MH(QOPMALHOHHBIX TeXHONOrHit obecnednTs KOHQUIECHIIHAIBHOCTD, 11e-
JIOCTHOCTb W JOCTYIHOCTb NEPCOHANbHBIX JAHHBIX IIPH MX obpabotke B uH(GOpMa-
[[HOHHBIX CHCTEMAaX IepCoHaIbHBIX JaHHbIX.

BuomeTpUuecKHe MepCoHaIbHbIe JaHHbIe — CBSJCHHUA, KOTOPLIC xapakre-
pU3yIOT (DU3MOIOrMYecKre OCOOCHHOCTH 9e/loBeka H Ha OCHOBC KOTOPBIX MOYHO
YCTAHOBHTH €T0 JINYHOCTH, BKIIOIAs dororpadum, OTIEUATKH I(AIbLEB, 00pa3s ceT-
YaTKH 17138, 0COBEHHOCTH CTPOSHHUS Telld i APYTYIo MO00HY0 uH(QOpMAITHIO.

BJIOKHpPOBaHHE NePCOHABLHBIX AAHHBIX — BDEMEHHOE IPEKPAICHHAS cbopa,
CHUCTEMATH3alMHA, HAKOIUICHNs, HCIONIB30BAHMS, PACIPOCTPAHEHUS, NEPCOHANIBHBIX
T@HHBIX, B TOM YHCJIE UX Mepeiadu.

Bupye (KoMUbIOTepHbIH, POrpaMMHbIii) — UCIIONHAEMBINA MPOrpaMMHBIN
KOI WM HHTEpIpeTHpyeMblil HaGop HHCTPYKIMH, OONajarolldii cBOMCTBAMH He-
CAHKIMOHMUPOBAHHOTO PAcHpOCTPAHEHHST M CaMOBOCIPOU3BCICHMHS. CoznaHHbIE
Ny6IMKaThl KOMITBIOTEPHOTO BHPYCa HE BCerja COBMAaloT ¢ OPUTHHANOM, HO CO-
XpaHSIOT CHOCOGHOCTR K NabHEHIIeMy PAcHpOCTPAHEHHIO W CaMOBOCIIPOM3BEMC-
HUIO.

BpenonocHas mporpaMma — [porpaMma, TpeAHasHaueHHas Wi OCYyIecTB-
JIeHUs] HeCaHKIIMOHUPOBAHHOTO HOCTYNa M (MJIM) BO3ZIEHCTBHI HA MEPCOHANBHbLIE

JAHHBIC WK PECYPCHI 'HH(bOpMaHIfIOHHOﬁ CHUCTEMEI [TIEPCOHAJIBHBIX NaHHBIX.
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BenoMoraTeibible TeXHHYECKHe CPeICTBA M CHCTEMBbI — TEXHHHOCKHE
CpeCTBa W CHCTEMBI, He [PeJHA3HAUCHHBIE JUIA Hepeiad, 06padoTKy U XpaHeHHS
]’lepCOHaﬂBHBIX HaHHBbIX, YCTaHaBJII/IBaGMIﬂe COBMECTHO C TEXHMYECKUMH CpencT-
BAME W CHCTeMAMH, NpEJHA3HAYCHHBIMA Hiisi 06paboTKH MepCOHANbHBIX NAHHBIX
I B TIOMEILCHHSX, B KOTOPBIX YCTAHOB/EHB! MH(QOPMAMOHHBE CHCTEMBI I1EpCo-
HaJIbHBIX JaHHBIX.

JlocTyn B ONEpPaLMOHHYIO Cpely KOMIBIOTEPA (undopMaLHOHHOH cHCTe-
MBI TIEPCOHAIBHBIX AAHHBIX) — MOJy4eHHE BOSMOXKHOCTH 3allyCKa Ha BBIIIOJIHE-
HEe [ITATHBIX KOMaH, (yHKIWM, TPOLEAYp OIepalliOHHOH CHITEME] (yHAYTOXKE-
| {us, KOIMPOBAHUS, TIEpEMEIeH)s U T.IL), MCTIONHAEMBIX (hainoB MpHKIaIHBIX
NporpamMm.

Joctyn Kk uH(popManUdH — BOSMOXXHOCTD IOJTyHCHHA MHOOPMALIMH U €€ Uc-
MOJIb30BAHHSL.

3aK1a104H0E YCTPOHCTBO — HIEMEHT CPEZICTBA CheMa HH(POPMALIMH, CKPBIT-
HO BHEPSIEMBIH (3aK/18/1bIBaeMBIH MM BHOCHMBIi) B MECTa BO3MOXKHOIO CheMa MH-
(opMatEH (B TOM YHCIIE B OTPKASHUE, KOHCTPYKLHIO, 000pyOBaHKE, IPEAMETI
MHTEpbepa, TPAHCIIOPTHBIE CPEJICTBA, & TalKe B TEXHUIECKUC CPEICTBA U CHCTEMBI
06paboTKK MH(POPMALHH).

Jamuiaemasi nudopmanus — HHGOPMALYS, SBILTIOMEAACS TIPEAMETOM cob-
CTBEHHOCTH Y TOUIEKAIIAS 3aIlliTe B COOTBETCTBUU C TpeOOBaHUSIMU [IPABOBBIX
JOKYMEHTOB WM TPeGOBAHKSIMHY, yCTAHAB/IMBACMBIMH COOCTBEHHHKOM uHpOopMa-
AU,

Wnentuduiains — PUCBOeHHe CyObeKkTam U 00BeKTaM HOCTYyIa WACHTH-
duKaTOpa U (W) CPABHEHHE NPEIbAB/IAEMOIO HICHTH(UKATOPA C NEPEIHEM PHU-
CBOEHHBIX HUICHTH(PUKATOPOB.

MindopmaTHBHBIH CHIHAJ — 3JICKTPUYSCKUE CUTHATIBL, aKyCTUUCCKUE, 3JICK-

TPOMArHHTHBIE U Jpyrue (pu3utuecKye Toiis, 10 NapamMeTpaM KOTOPbIX MOXKET ObITh



packpsITa KOHcpmleﬁuﬂanbﬁaﬂ nHbopmaryst (NepcoHaIbHBIC neHEBIE) 00pabaThl-
BaeMasi B MH(OPMAIMOHHOH CHCTeMe MEPCOHATBHBIX IAHHBIX.

MndopmauuoHHas cHcTeMa NepcoHaIbHbIX nannsix (MCITs) — nHOp-
MALHOHHAS CHCTEMa, PEJCTABIAIONIas COOOH COBOKYMHOCTD TIEpCOHANBHBIX JaH-
HBIX, COIeprKaluxcs B 0ase JaHHBIX, & TaKKe AHGOPMALUOHEBIX TEXHOJIOTHH U
TeXHUYECKIX CPEJCTB, TIO3BOJIIONUINX OCYIECTBIATh 06paboTKy TaKUX NMEePCOHANb-
HBEIX JAHHBIX C WCIONb30BaHHEM CPEJCTB aBTOMaTH3alMK Wil fe3 UCIIOTH30BAHNS
TaKUX CPEeNCTB.

MHopmanionHbie TEXHOJOIHH — IPOLECCHL, METO/BI NIOACKA, cbopa, xpa-
HeHHs, oOpabOTKH, MPeNOCTaBIeHNs, PaCpPOCTPAHCHHA pHpOpMAIH H CIIOCO0b!
OCYILECTBIICHUS TaKKUX MPOLECCOB U METO/IOB.

Mcnonb3oBanne NepcoHalibHbIX AAHHbIX — JCHCTBHA (cmepaumu) ¢ mepco-
HATBHBIMH J(AHHBIMH, COBEPIIAEMBIE OTIEPATOPOM B HENIX MPHHATHS PEIIeHHH Uil
COBEPLUEHNS HHBIX AeHCTBIHN, TOPOKAAIOIINX OPHAMIECKIS NCCICACTBIA B OTHO-
UICHUH CyOBbeKTa MePCOHAIBHBIX TAHHBIX HIH JAPYTUX JHLL 1160 UHBIM 00pa3oM 3a-
TparMBaroOMX TpaBa H CBOGOMbI CyObeKTa MEpCOHANBHBIX MeHHBIX WM JIpyrHX
JIFLL

McTouHHK yrposbl GesonacHocTn HHpOpMALHNH — cyOEeKT JocTyna, Mare-
pHasIbHBI OOBEKT WM (QU3HYECKOe SBJICHHME, SBIIIOLICCH NpUYUHON BO3HHUKHO-
BEHHA YIrpo3bl 6e30MaCHOCTH HHPOPMALIHH.

KouTpoanpyemas 30Ha — [POCTPAHCTBO (TEpPPUTOpHSA, 3JaHHE, YacTb 3/1a-
Husl, TIOMEILEHNE), B KOTOPOM HCKITFOUEHO HEKOHTPOJIHPYEMOe TIpeObIBaHKE TOCTO-
POHHUX JIMIl, & TAKKe TPAHCTOPTHBIX, TEXHHYECKWX ¥ HMHBIX MaTCpHAlIbHBIX
Cpe/CTB.

KounduaeHunajlbHOCTh NePCOHATBHBIX JaHHBIX — 0043aTeNBHOE Ui CO-
GITOEHHS! OTepaTopOM HJTH MHBIM TIOJTY4MBIIIHM HOCTYIL K NEPCOHATBHBIM @HHBIM
oM TpebOBaHHe He JIOMYCKaTh MX pacmpocTpanenue Ges coriacus cyObeKTa

NICPCOHAIBHBIX JaHHbIX HIIH HaIu4Iysd HHOTO 3aKOHHOI'O OCHOBaHMA.



MeskeceTeBoi 3KpaH — JIOKAILHOC (OIHOKOMITOHEHTHO®) HITH yHKIUOHAITH-
HO-PACTIPE/IE/IEHHOe POrpaMMHOE (IporpaMMHO-aIIapaTHoe) CPENICTBO (KOM-
TUIEKC), PeaTU3yIOLIee KOHTPOIIb 3a pHbOpMALHel, MOCTyIaoMmel B nHbOopMaLU-
OHHYIO CHCTeMY MEpCOHAIBHBIX JAHHBIX U (vnn) BBIXOZUSIIEH 43 HHOPMALIKOH-
HOW CHCTEMBI.

HapymuaTe/ib 6e300aCHOCTH EPCOHATBHBIX JAHHBIX — (hprsMHEcKoe JIULO,
CITydaiiHo WM MpeJHaMEePEeHHO COBEPIIIAIOLICe TIEWCTBUS, CIIEACTBUEM KOTOPBIX sB-
JisieTcsl HapylueHne Ge30MacHOCTH NePCOHATBHBIX NAHHBIX MPH X 00paboTKe TeX~

HUYECKUMH CPECTBAMY B HHYOPMAIMOHHBIX CHCTEMaX MEPCOHANIBHAIX IAHHBIX.

HeasromMaTH3HpoBaHHas o0pa0oTKa MEPCOHANBHBIX JAHHBIX — 0bpaboT-
Ka [1ePCOHANBHBIX TaHHBIX, COACPHKALIMXCs B uH(QOPMALIIOHHCH CHCTeMe Mepco-
HANBHBIX JAHHBIX 00 U3BIEUSHHBIX N3 TAKOH CHCTEMBI, CHATACTCA OCYINEeCTBICH
Hol Ge3 HCIONB30BAHHS CPENCTB aBTOMATH3AIlAM (HEABTOMATH3HPOBAHHOR), eciy
Taxyue NeHCTBHS C TIePCOHAIBLHBIME JaHHBIMY, KaK HCHOIB303aHUE, YTOUHCHHC,
pPacIIpOCTPAHEHH e, YHHUTOKEHUE TEPCOHANBHBIX TAHHBIX B OTHOLICHUH KIIOTO 13
CyGBEKTOB NepPCOHANBHBIX TaHHBIX, OCYLICCTBIIAIOTCS PH HEMOCPENCTBEHHOM YHa-
CTHUH 4YeJIOBCKA.

HejlekapupoOBaHuble BO3MOKHOCTH — (QYHKIMOHATBHBIE BO3MOXKHOCTH
CPE/ICTB BBIUMCIATENEHON TEXHUKH, HE OIUCAHHBIE U/ HE COOTBETCTBYIOIIHE OMH-
CaHHBIM B JOKYMEHTAIMH, P HCIONB30BaHUM KOTOPhIX BO3MOXKHO HapyIICHHC
KOH(DUIEHIMATBHOCTH, JOCTYITHOCTH WJIM LE/IOCTHOCTH oOpabarelBacMOi  MH-
dopmanun.

HecanKIHOHHPOBAHHBIH ocTyn (HECAHKIHOHHPOBAHHBIE AelicTBHA) —
pocTyn K uMHQpOpMAlMH WM JeHcTBHs ¢ HH(pOpMAIMeH, HApYLIafOue NpaBia
pasrpaHHveHus I0CTyIIa C HCHOTb30BAHHEeM IITATHBIX CPEICTB, MPEIOCTaB/IACMBIX
HH(POPMAIHOHHBIME CHCTEMAMH NEPCOHANBHBIX J[AHHBIX.

Hocureb uadopMamui — GU3HEECKOE JIULIO HIlH MATepHaIbHBIH 00OBEKT, B

TOM Urcie (QH3MUECKOE T0JIe, B KOTOpoM MH(BOPMAIH HAXOAUT CBOE OTPKEHUE B



BHJIE CHMBOJIOB, 00pa30B, CUrHAJIOB, TCXHUUCCKHX pEIlieHHH U TIPOLECCOB, KOJIU-
qeCTREHHBIX XAPAKTEPUCTHK QUIMIECKUX BEITMIHH.

O6esiHuuBanne NepcoHaTbHbIX JAHHBIX — meficTBHS, B pe3yibTaTe KOTO-
PBIX HEeBO3MOXKHO OHpGI[@JII/ITB HpI/IHaI[JIE)KHOCTB flepCOHaHBHBIX JAHHBIX KOHKpPET-

HOMY CyOBEKTY MepCOHAbHbIX TaHHbIX.

O6paboTka NepcoHATbHBIX AAHHBIX — neticTBus (onepaluu) ¢ mepcoHab-
HBIMA JTAHHBIME, BKIIOUas ¢GOp, CHCTEMATU3AIIHIO, HAKOTIICHHE, XPAHCHIIC, yTOU-
rerne (OGHOBJIEHHE, H3MEHEHIE), HCIIOJB30BAHME, pacrpocTpaHeHHe (B TOM 9HCIIE
nepesiady), o0esMduBaHKe, OIOKHPOBAHIE, YHUUTOMKCHHC TIEPCOHANIBHBIX JIaH-
. HBIX.

Oﬁmenom‘ynﬂme HepCOHﬂ.ﬂbele HaHHbIC — H€pCOHaJ1}.HI)I€ JaHHbIE, O0-
CTyll HGOTpaH[/I‘]eHHOTO Kpyra JIAL K KOTOPbIM HpelIOCTaBJleH ¢ corjacusi CY6’b€KTa
HBPCOHaHBHBIX JaHHbIX HJIA Ha KOTOpPBIC B COOTBETCTBHHU C Cpe,lepaHBHblMH 3aKO-
HAMWY He pacnpocTpaHsercs TpebOBaHHe cobmoeHus KOHGUIEHIIUATBHOCTH.

OnepaTop (nepcoHATbHBIX NAHHBIX) — OCY/IapCTBEHHEIN OpraH, MyHHIH-
manbHBI OpraH, IOpUAMYECKoe WK (U3NYECKOe JIANO, OPraHusyrOIee 1 (nmm)
ocyIecTRIsOlIee 00paboTKy IEPCOHANBHBIX AAHHDBIX, 2 TAKKE onpesiesAoLue
LIeJTM ¥ coJiepikanue 00paboTKH NepCOHATIbHBIX JaHHbIX.

Texnuyeckue cpeacTrsa l’lH(i)OpMalll/IOHHOﬁ CHCTEMbBI ﬂepc&)HaJ]be[X
JAHHBIX —  CPEICTBA  BBIYMCJIMTENBHOM — TEXHHKH, HUHPOPMALUOHHO-
BBIUMCITATEIbHEIE KOMIUIEKCHI M CETH, CPeJICTBAa M CHCTEMBI Iepeadn, Ipruema
obpaborku T1/JH (cpencTsa W CHCTEMbl 3BYKOSAIVCH, 3BYKOYCHJICHIL, 3BYKOBOC-
TIPOU3BEICHIs, [IEPErOBOPHBIC U TEJIEBU3HOHHBIC YCTPOMCTBA, CPeacTBa U3roTOB-
JieHws, THPKUPOBAHHUS JIOKyMEHTOB 1 APYrHe€ TEXHUHCCKHE Cpe/ICTBa 0bpaboTKu
peueBoi, IpauIecKor, BUACO- U GyKBeHHO-LM(PPOBOH HHQOPMALWL), ITPOTrpaMM-
Hble cpecTBa (OMepalOHHbIE CHCTEMBI, CHCTEMBI YIPABIICHHS OazamMy TaHHBIX H

T.1.), CPENCTBA 3ALIMTEl HHMOpMAITHH, IPUMCHACMBIC B UH(pOPMALUOHHBIX CHUCTE-

Max.



IMepexsart (WHpOPMALHH) — HEIIPABOMEPHOE MOJIYICHHE MHpOpMaLIMK C HC-
HONB3OBAHIEM TEXHMUECKOTO CPelcTBa, OCYLIECTBISIONIEro obHapyXKeHue, MpueM
1 06paboTKy HHGOPMATUBHBIX CUTHAJIOB.

[epconanbable JaHHbie — MI00as MHOOPMALMS, OTHOCAILAACS K ONPEeIeNCH-
HOMy HIJIM OTIPEJeNseMOMy Ha OCHOBAHMM TAaKoW MH(pOpMAIiK (YH3MIECKOMY JHLLY
(cyGBeKTy NepCOHANbHBIX JAHHBIX), B TOM YHCIIE €0 QaMumid, iMs, OTIHECTBO, MO,
Mecsl, IaTa ¥ MeCTO POKACHHA, a[pec, ceMeiiHoe, COIUANbHOe, HMYIIECTBEHHOS
rnosiokeHre, o6pazoBanme, Ipodeccus, JOXOABL, Apyras WHPOPMALHS.

IMoGoyHbIe 31eKTPOMATHHTHbIC H3JIYyYeHHs U HABOJAKH — 3JIEKTPOMarHuT-
HBIe H3IIydeHUs TEXHUYECKUX CPECTB 06paboTKH 3aIuiiaeMol HHpopMalnH, BO3-
HUKAIOIIAE Kak M0O0YHOe sBJICHHE U BbI3BAHHbLIE 3JIEKTPHYCCKUMM CHTHAJIAMH,
[efCTBYIOLIMMH B MX 3JIEKTPHYECKHX M MarHWTHBIX LEIX, a TaKKe dJIeKTpoMar-
HUTHbIE HABOJKH 3THX CUTHAJIOB HA TOKOTPOBOAAIIME JHUHMH, KOHCTPYKUNH U LEIH

ITUTaHu:Ad,

MoanTHKA KYHCTOrO CTOJIa» — KOMITJIEKC OpraHU3allHOHHBIX MEPOIPUSTHH,
KOHTPONHPYIOIMX OTCYTCTBHE 3alMCBhIBAHKA Ha OyMaxcHble HOCHUTENH KIIOHEH 1
aTpuGyTOB jocTya (naposeil) 1 XpaHeHus ux BOJIM3K 0OBEKTOB 10CTYIIA.

MHoab3oBarens HHGPOPMALHOHHON CHCTEMbl NEPCOHAMbHBIX MAAHHBIX —
MU0, y4acTBylollee B (QYHKIHOHHPOBAHHM HMHQOPMALHOHHOF CHCTEMBI IIEPCO-
HaJIbHBIX JIaHHBIX MJIM HCIIONB3YIOllee pe3ybTaThl €€ (QyHKIIHOHUPOBAHHS.

IIpaBuia pasrpaHHYeHHs AOCTYNA — COBOKYIIHOCTH MPABHI, PErIaMeHTH-
PYIOLIMX [IpaBa I0cTyna cyOBeKToB JOCTyIa K 00beKTaM AOCTyIIA.

MporpaMmuas 3aK/ajKa — KOZ IPOrPaMMBI, IPe{HaMEPSHHO BHECEHHBIN B
[IPOTPaMMy € LeJIbI0 OCYIIECTBUTh YTEUKY, M3MEHUTh, OJIOKHPCBATH, YHUYTOKHUTE
MH(QOPMALHIO MM YHHYTOKUTE W MOJHQHUIUPOBATh NPOrpaMMHOe obecriedyeHue
HHPOPMALUMOHHON CHCTEMbl ITEPCOHATBHBIX NaHHBIX W (M) GJIOKMpOBATH ariia-
paTHble CpeACTBa.

Iporpammuoe (MporpaMMHO-MaTeMaTHYECKOe) BO3JeHCTBHE — HECaHK-
[IHOHHPOBAHHOE BO3JEHCTBHE Ha PeCypChl aBTOMATH3HPOBAHHON HHPOPMALIHOHHOH

CHUCTEMBbI, OCYIIECTBIIAEMOE C UCHOJIb30BaAHUEM BPEIOHOCHLIX IIPCTPAMM.



PackpbiTHE MNEPCOHATBHBIX [AHHBIX — YMBIIIICHAOE WK crydainoe
HApyILIeHHE KOHQUICHIIHATIbHOCTH [IePCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue NePCOHANBHBIX JaHHBIX — JCHCTBUA, HAIPABICHHBIC HA
mepefiady MEpCOHABHBIX JAHHBIX OMPEJENEHHOMY KpyTry JHM (mepemada mepco-
HANBHBIX JIAHHBIX) WM HA O3HAKOMIEHHE C [ePCOHalbHbIME JIAHHBIMKI HEOrpaHU-
YEHHOTO Kpyra JIdl, B TOM 4HClIe 0OHapOAOBaHNe MEPCOHANLHBIX AaHHbBIX B CPE/-
crBax  MaccoBodi  uH(OpMAanWW,  pasMelleHHe B MHQOPMAlMOHHO-
TeNeKOMMYHUKAIMOHHBIX CeTSIX HIM MPEeNOCTaBICHHE JOCTyMa K MEPCOHATBHLIM
JAHHBIM KaKAM-JTHG0 UHBIM CIIOCOOOM.

Pecype undopmauuosnoii cHcTeMbl — HMEHOBAHHBIN JJIEMEHT CHCTEMHOIO,
MPHKIAIHOTrO WK alllaparHoro obecrieyenus (yHKIMOHNPOBAHHS uH(OpMaLMOH-
HOM CUCTEMBI.

CrenuaibHble KATEIOPHH MEePCOHATBHBIX AAHHBIX — [1€PCOHANBHbIE aH-
Hble, KacarollMecs pacoBOW, HAIMOHANLHOW NPUHAIIEKBOCTH, MOIHTHIECKUX
B3[UISLIOB, PENUTHOZHBIX WK QrIocodeKux yOexkIeHnH, COCTOSHNUS 310POBRS U HH-
TUMHOMH JKH3HU CyOBEKTa NEPCOHATBHBIX JIAHHBIX.

CpeicrBa BbIYHCIHTEIbHON TeXHMKH — COBOKYMHCCTH IPOTPaMMHBIX H
TeXHUUECKHX 3JIEMEHTOB CHUCTEM OOpabOTKH JaHHBIX, CHIOCCOHBIX (DYHKIMOHUPO-
BaTh CAMOCTOSATENIBHO UJIU B COCTABE IPYTUX CUCTEM.

Cy6wexT gocryna (cy6bexT) — JIMLO MM NPOLECC, ISHCTBHS KOTOPOro per-
JTAMEHTHPYIOTCS IpaBUJIAMH pasrpaHudYeHMs AOCTyIa.

Texnuvyeckuil KaHaJ yTeYKH HH(OPMAIHA — COBOKYIIHOCTb HOCHUTEJIS MH-
dbopmarmu (cpencTra 06paboTku), QUMUECKOH Cpefbl pacpoCTpaHeH s HHPOP-
MATHBHOTO CHTHAJIA M CPEACTB, KOTOPBIMK JOOBIBAETCs 3aliuiaemas HH(Oopma-
us.

TpaHcrpanu4yHasi nepejaya NepCOHANbHBIX JaHHbIX — Tlepefada Iepco-
HaJIbHBIX JAHHBIX omepaTopom depes ['ocynapcTBerHyio rparuny Pocculickoit ®e-
Jepaliil OpraHy BIacTd HHOCTPAaHHOIO FOCyJapcTBa, (PU3UYECKOMY HITH Hopuande-

CKOMY JUIy HHOCTPAHHOI'O rocy 1apcTBa.



Yrposel 0€300aCHOCTH MNEPCOHANBHBIX JaHHBIX COBOKYITHOCTb
yCIIOBHiT M (haKTOPOB, CO3AIOIIMX OMACHOCTH HECAHKIIMOHMPOBAHHOTO B TOM YHCIIE
CIIy9aifHOTO, IOCTyHa K IMEepCOHAIbHBIM NAaHHBIM, PE3yJIhTaTOM KOTOPOI'O MOJXKET
CTaTh YHHUYTOXXEHHE, U3MEHEHUe, OJOKHMpOBaHHEe, KOMMPOBAaHHE, PACIIPOCTPAaHEHHE
MepCOHAbHBIX JJaHHBIX, & TaK)XKe€ MHBIX HECAaHKLMOHUPOBAaHHBIX JNEHCTBHH MpH UX
00paboTke B MH()OPMAILIMOHHOMN CHCTeMe NIePCOHANIBHBIX JTaHHBIX.

YHHUYTOXKeHHE TepPCOHAJbHBIX AAaHHBIX — JICWCTBHS, B pe3yjbTare
KOTOPBIX HEBO3MOXXHO BOCCTAHOBUTH COJIepKaHUE TIEPCOHAIBHBIX JAaHHBIX B
MHQOPMAIIMOHHON CUCTeMe MEePCOHANBHBIX JAaHHBIX WA B Pe3yJbTare KOTOPBIX
YHUYTOXKAFOTCSI MaTepUalIbHbIe HOCUTENH MePCOHATBHBIX JaHHBIX.

Yreuka (3ammmiaeMoi) uHGOpMAlUA MO TEXHUYECKUM KaHajaM —
HEKOHTPOJIMPYEMOE PACIpPOCTpaHeHHEe HH(POPMAIMK OT HOCHUTENS 3alUIaeMOM
uHbOpMaIMK  uYepe3  (QU3MYECKyI0 cpely OO0 TEXHHYECKOro  CpeCTBa,
OCYIIECTBIISIONIEro rnepexnar HHhopMaIuu.

Yupexaenne — yupexaeHre 00pa3oBaHHsI.

Ys3BUMOCTD cIadoCTh B CpEICTBaX 3allUThl, KOTOPYID MOYKHO
MCIIOJIB30BAaTh JJIs HAPYIIEHWs CUCTEMBI MJIM COZeprKalllelicss B Hell mH(OopMaIinu.

enocTtHocTh MHGOPMALMH — CIOCOOHOCTH CPEACTBA BBIYHCINTEILHOMN
TeXHUKH WM AaBTOMATU3MPOBAHHOM CHUCTEMBI 00ecTeunBaTh HEH3MEHHOCTH
uHGOpMallMd B YCJIOBUAX CIy4allHOTO WJIH TPEAHAMEPEHHOTO HCKAXKEHHUSI

(paspyuieHus).
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OBO3HAYEHUS N COKPALIIEHMA
ABC — aHTUBUpPYCHBIE CPECTBA
APM — aBTOMaTH3UpOBaHHOE paboyee MeCTo
BTCC — BcioMorarejibHble TEXHUYECKUE CPE/ICTBA U CHCTEMBI
UCTI1s — nadopMalMOHHAs CHCTEMA MEPCOHATBHBIX JAHHBIX
K3 — koHTponupyemMast 30Ha
JIBC — nokanbHas BBIYUCIUTEIEHASL CETh
MD — MexKceTeBOM KpaH
HC/JI — HecaHKIIMOHUPOBAHHBIN JOCTYII
OC — ornepallioHHas cucrema
OTCC — ocHOBHBIE TeXHUYECKUH CPENCTBA 1 CHCTEMBI
[1]1x — nepconanbHbIE JaHHBIC
ITMB — mporpaMMHO-MaTeMaTHYeCKOe BO3/ICHCTBUC
ITO — mporpaMMHoe 00ecreYeHne
TIOMUH — noGo4HbIe 3eKTPOMArHUTHbIE U3IyYeHUs i HABOJIKH
CA3 — cucrema aHaK3a 3aIUIIIEHHOCTH
C3U — cpencTBa 3aluThl HHOOPMALUU
C3ITu — cucrema (NMoJcUcCTeMa) 3alUAThI EPCOHANBHEX JAHHBIX
COB — cucrema 06Hap‘y>1<eﬂuﬂ BTOPXKEHMH
TKVYHU — texanyeckue KaHalbl yTeUYKA HHPOpMaLi

VBIT/Ia — yrpo3sl 0e30MacHOCTH NEPCOHANBHEIX JaHHBIX

11



BBEJAEHUE
Hacrosimas Konnenus uadopmanuonnoi 6esonacuoctu UCITIa pa3pado-

tana I BITOY «bPUT» ([lanee - Yupexnenue), sBisieTcss oQUIHaIbHbIM AOKYMEH-
TOM, B KOTOPOM OIIpeJielieHa CUCTeMa B3IVII0B Ha o0ecrieueHrne MHPOPMaIlHOHHON
0e30MmacHOCTH Y YperKACHHS.

Heob6xomumocth pa3pabotku KoHieniuu o0yciioBieHa CTPeMHUTEIbHBIM
paciupeHueM c@epsl MPUMEHEHHs] HOBEHMINMX HWH()OPMALMOHHBIX TEXHOJOTHH H
MPOLECCOB B YUpEXAEHUSIX, NMpU 00paboTke MHPOpManuu BOOOINE, H MEPCOHAIIb-
HBIX JIAaHHBIX B YaCTHOCTH.

Hacrosias Kormnenmus onpesiensieT OCHOBHBIE LIeJIM U 3aJla4yM, a Takxke 00-
IO CTPATETHIO MOCTPOSHMS CUCTEMBI 3alllUThI NepCcOoHaNbHbIX JaHHbBIX (C3I1/H)
Vupexnenns. Konmenius onpeenseT OCHOBHbIE TpeOOBaHUs U 0a30BbIe MOIXO/bI
K UX pean3aldy, Uil JOCTHXEeHUs TpeOyeMoro ypoBHs 0e30IacHOCTH HH(popMa-
115151

KoHnnenmus paspaboTaHa B COOTBETCTBUU C CHUCTEMHBIM MOJXOAOM K oOec-
nevyeHnto MHGOpMaIMoHHON Oe3omacHOCTH. CHCTEMHBIM IOAXOJ MpeArnosaraer
POBEIEHHE KOMIUIEKCa MEpONpPUSTHH, BKIIOYAIOIIMX HCCIeA0BaHUE Yrpo3 HH(op-
MaIMOHHOM 0€30IMacHOCTH W pa3paboTKy cucremsl 3amuThl 11/[H, ¢ mo3uuuu Kom-
IUIEKCHOTO MPUMEHEHUS TEXHUUECKUX U OPraHU3aLMOHHBIX MEP U CPEACTB 3aILUTHI.

[Ton undopmarmonrHoit 6ezonacHocThio [IJ[H moHMMaeTcs 3alTUIIEHHOCTH
IEPCOHANBHBIX JAaHHBIX U 00pabaThIBaroleil X WHQPACTPYKTYphl OT JIOOBIX CILy-
YaWHBIX WM 3JIOHAMEPEHHBIX BO3JAEHCTBUH, PE3yJIbTATOM KOTOPBIX MOXET SIBUTHCS
HaHeceHue yiiepba camoil mHbopmanuu, ee BiagensuaMm (cyovekram I1JIH) wnm
uHbpacTpyKType. 3aaaun nHPOPMAIIMOHHON 0€30MIaCHOCTH CXOAATCS K MAHUMHU3a-
KK yiepda oT BO3MOXKHOM peanuzanuu yrpos OesonacHoctd I1/IH, a Takke K npo—
THO3UPOBAHUIO U MPEIOTBPALLEHUIO TAKUX BO3IEHCTBUN.

KoHremnuus CIyXHT OCHOBOW JJis pa3paboTKM KOMIUIEKCAa OpraHU3aldOHHBIX
U TEXHUYECKUX Mep M0 obecredeHnio HHPOPMAIIMOHHON 0e30I1acHOCTH Y upex/ie-

HHsI, a TAKXKE HOPMATUBHBIX W METOAUYCCKUX NOKYMCHTOB, OG@CHG‘IHB&IOHH/IX c€c
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peaNusallfio, U He MpenroyaraeT NoAMEHbl (QYHKIMI rocyLapCTBEHHBIX OPraHoB
BiiacTh Poccuiickoit @enepalivu, OTBEYAOLUX 3a o0eclevyere Oe30MacHOCTH UH-
(OpMaIHOHHBIX TEXHONOTHH U 3alIUTy HHQOPMALHH.
Konrenuus gBiseTcsi METOI0JIOTHYECKOU OCHOBOM JUJIS:
e (HopMHUPOBAHUS U NPOBEACHUS €IUHOHN MONUTHKH B 001acTh obecriedeHus
6esonacuoctu [11a B UCI1/IH Yapexnenus;
© [PUHATHS YIPABICHYECKUX pELIeHUH U pa3paboTkU MPAKTUHECKUX Mep
10 BOTUJIOLIEHHIO ITOJMUTHKH Oe3onacHocTu 1[I0 u ERIpaboTKH KOMILIeKCa
COTJIaCOBaHHBIX MEP HOPMATHBHO-IIPABOBOI0, TEXHOIOTHYECKOro U opra-
HU3ALMOHHO-TEXHUYECKOTO XapaKTepa, HalpaBlIeHHBbIX Ha BBIIBICHHE,
OTpaKeHHe U JMKBHIALMIO [IOCIIENCTBUN peaiu3alny pa3JIudHbIX BUIOB
yrpo3 [1/1H;
© KOOPIHWHAIMK JEATENEHOCTH CTPYKTYPHBIX II0Jpa3jeIeHul Y UpeKaeH s
IIPY 1IPOBEACHUH paboT mo pa3BuTHIO U sxcrutyataruu MCITH ¢ cobio-
JenueM TpedoBaHuil obecnieuenus 6ezonacuocty [11H;
® paspabOTKH NPEMTOKEHHI MO COBEPLICHCTBOBAHMIO TPABOBOTO, HOPMa-
TUBHOTO, METOAMYECKOTO, TEXHUYECKOIO M OpraHu3alMoHHOro obecrie-
genns 6ezonacHoctd [1Jn 8 UCTIn Yupexenus.
I1paBoBoii 6a3oit 1151 paspaborky HacTosmed Konmemmu cnyxar tpebosa-
HUSL ICHCTBYIONMX B POCCUM 3aKOHONATEIBHBIX U HOPMATHBHBIX IOKYMEHTOB IO

obecneyeHunro 6e3011aCHOCTH NepcoHanbHbX ganasx (ITIH).



1 O6ime noJIOKEHUN

Hacrosimas KoHuemus onpeenieT OCHOBHBIE LelH ¥ 381k, a TaKkke 00-
[Iy}0 CTPATETHIO [OCTPOEHHS CHCTEMBI 3AIMTHI MEPCOHATLHBIX AAHHLIX ( manee -
C3[1]1n) Vupesxnenus, B coorpercTriy ¢ [lepetnem UCTTIn. Konuenuus orpene-
JsieT OcHOBHbIe TpeGosaHus i Ga30BbIE MOIXOMbl K MX peajlv3alliy, MJA JOCTHAKE-
Hus TpeOyeMoro ypoBHs 6€30MacHOCTH nHGOpPMaLKUH.

C3I1Jlz mpencrasisieT co0oi COBOKYIIHOCTh OpraHU3alMOHHLIX M TEX-
HUYecKuX MepomrpusTai s 3amuTel [1J[H OT HENPaBOMEPHOro MK cny4yaitHOTO
JocTyla K HEM, YHHYTOKGHHS, W3MEHEHWs, ONOKHPOBAaHWS, KOIMPOBAHMS, pac-
npoctpaHenus I1/IH, a TakxKe HHBIX HETPABOMEPHBIX JIeUCTBUIA € HUMHU.

Be30MacHOCTh NePCOHANBHBIX TAHHBIX JAOCTHUIaeTCs MyTEM HUCKITFOYCHHS HE-
CaHKI[IOHUPOBAHHOTO, B TOM 4YMCIe CIIy94aiHOro, A0CTyNa K MepCoHalbHbIM JaH-
HBIM, Pe3yJIbTATOM KOTOPOIO MOXKET CTaTh yHHYTOKEHUE, H3MCHCHHE, OJIOKUpOBa-
HUe, KOMMPOBAaHUE, PACIPOCTPAHEHHE MEPCOHANBHBIX JAHHBIX, 8 TAKKe MHBIX HE-
CaHKLMOHUPOBAHHBIX ASHCTBUM.

CrpykTypa, cocras u ocHoBHbIe QyHKkunn C3I1[IH onpenensaores HCXOAL U3
knacca MCITIn. C3I1[la BKImIOYaeT opranu3alliOHHbIe MEPhl U TEXHHIECKHUE Cpel-
cTBa 3aIMUTH HHPOpPMAUUK (B TOM YHCIE LIMPpOBANbHBIE (kpunrorpaduiecKue)
CpelcTBa, CpelCTBA HPEeJOTBPAIEeHHs HECAHKUHOHHPOBAHHOIO NOCTYNa, YTeHKH
MHQOPMALMH MO0 TEXHHYECKHM KaHajlaM, MPOTPaMMHO-TEXHHHYECKIX BO3AeHCTBUMI
Ha TexHUUecKHe cpegctsa obpaborku [TJIH), a TaKke HCHONs3yeMble B HHpOPMA-
[IMOHHOH crcTeMe HHPOPMALMOHHBIE TEXHOJIOTHH.

DTH MepBbI IPA3BaHbl 00ECIIEYNTh:

¢ KoH(QUACHIHAIbHOCTD WH(OpPMaNKK (3alUTa OT HECaHKIHOHMPOBAH-

HOTO O3HAKOMIICHUS);
e penocTHOCTh WHGOpMaLUK (aKTyalbHOCTh W HEMPOTUBOPEYHBOCTE WH-
(opmalln, ee 3aMUIEHHOCTh OT PaspyIleHuUs U HECAaHKLIHOHMPOBAHHOTO

HU3MEHECHHS ),
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¢ NOCTYNHOCTH MH(OPMAIH (BO3MOYHOCTD 33 MPHEMIIEMOE BPEMA Oy~

quTh TpebyeMyo HUHPOPMALIHOHHYIO YCIyTY).

Craauy co3aHus C3I1 /08 BKIIOYArOT!

IpenpoeKTHas CTaIus, BKITIOUAIONAs [IPeAnpoeKTHOE 06CIeN0BaHHE
WCTIIn, paspaboTKy TEXHHIECKOTO (uacTHOTO TeXHUIECKOTO0) 3a/(aHNus
Ha ee CO3[aHme;

cTajus IPOeKTHPOBAHHUS (paspabotku [IPOEKTOB) U peanu3aiiy UCIT/1H,
srouaromas paspadorky C3I1J1H B cocTaBe UCT1H;

crazma Beona B jedicreme C3II/H, BRIFOYAKOLIAd OMBITHYIO JKCIITyara-
[0 | [IPUEMO-CHATOYHbIC UCTIBITAHMA CPEICTE 32 UTEl HHQOpPMALKH, a
raioke onerky coorsercrsus WUCIIJIH TpeboBaHuAM 06e30MacHOCTH HH-

dhopMauu.

OpFaHHSaHHOHHBIG MepPhI I'Ipe,ZL}/CManMBa}OT CO3/aHye U MOJACPIKAHHUC npa-

soBOM Gassl GesomacHoctd T1JIH 1 paspaboTKy (BBezeHHE B jleficTBHE) IPEIYCMOT-

pennbix [onuTukon undOpMaLMOHHOH 0e30MacHOCTH WCITIu cnenyromux opra-

HU3aUOHHO-P aCHOpﬂ)lI/ITGHBH bIX JOKYMEHTOB.

@

[Lnas MepoNpHsATHEL IO 0OSCTIEHEHHIO 3alllHTEI [1/1a npu ux oO6paboTKe B
UCTLOx,

TlraH MepONpUATHH [0 KOHTPOIIO obecrievenns 3ainuts! IT/IH;

[TopsfoK pe3epBUPOBAHNS H BOCCTAHOBJICHMA pabotocnocobrocTn TC 1
[10, 6a3 gaunsx u C3U;

JIoMmKHOCTHAs MHCTPYKIIMS aIMAHICTPATOPa WCIIdn B yacTu obecreye-
aus Gesomacuocts [1]1H mpu nx 06paboTke B WCII1n;

JoIKHOCTHAS, HHCTPYKIUS aIMAHACTPATOpa 6esonacuocta MCIT/H;
JoMKHOCTHAS HHCTPYKIMA MOJIb30BATCIIA VCII/ln B yacTu obecriedeHus
6esomactoctn I1]1a mpu mx obpaborke B MCLIIH;

VIHCTpyKIMs Ha Cly4aid BOSHMKHOBEHHA BHEINTATHOW CUTYallUH;
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PexoMenpaliii 1o HCIOJIB30BAHHUIO IpOorpaMMHBIX U annapaTHbeIX CpPEeACTB 3a-

M TEL HHOOPMALIUH.

Texuuueckue MEpPBI 3alIUThI peanusyroTes HpHU TIOMOIIIM COOTBETCTBYIOIIUX
HpOrpaMMHO-TEXHUICCKUX CpeICTB U METOIOB 3alTATHI.
Hepeqeﬂb HEOOXO0IUMBIX Mep 3allyThl I/IH(I)OpMaLlJ/II/I ompenensaeTes 1o pe-

3ynpTaTaM BHyTpeHHeld mpoBepku GesonacHoctu MCIIH Yupexnenus.
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2 3apauu C3I10n
Ocuosroit uensro C3I1J[H sBnseTcss MUHUMHA3AUUA yLlepba OT BO3MOXKHOH
peanuszaruu yrpos 6eszomacHocty [1/1H.
JUtsi [OCTIKEHMsI OCHOBHOM ey cucrema Gesomacdoct [1[in MCITn
noipkna obecrednBath 3QPEKTUBHOE pEIlIeHHe CIENYIOIMX 38/1a4:
3aIUTy OT BMellaTeabcTBa B nponece dyHkuuonuposanus MCIIIn nocro-
POHHUX JII] (BOBMOXHOCTh UCIIONB30BaHuAs AC W JOCTYN K 2€ pecypcam JO0IKHBI
MMETh TOJBKO 3apeTHCTPUPOBAHHBIC YCTaHOBIEHHBIM MOPSAKOM I10Jb30BaTENIH ),
pasrpaHMYeHHe MOCTyNa 3apelUCTPHUPOBAHHBIX I0Ib30BaTENIEl K armapar-
HBIM, NporpaMMHbiM 1 UH(popManuoHHEIM pecypcam HMCIILH (BO3MOXKHOCTE [10-
CTYIAa TOJIBKO K TeM pecypcam M BbIIOJHEHUs TOIBKO TeX ONepalui ¢ HUMH, KOTO-
pbiec HeOOXOauMBl KOHKpeTHBIM Iosb3oBareiasm MCII/IH 111 BBIIONHEHHUS CBOHMX
cimyxeOHBIX 00S13aHHOCTEH ), TO €CTh 3alIUTY OT HECAHKIIMOHHPOBAHHOTO TOCTYyIIA:
e wundopmanuu, pkyaupyromei B UCI1/H;
e cpezcts BoiuucnuTensHon Texuuku MCIIR;
® annaparHbIX, [IPOrPaMMHBIX U KPUITOrpaQHUeCEuX CPelICTB 3alllUThl,
ucnosb3yeMmbiM B UCTT/1H;
pEerucTpaLyuio AeHCTBHN NOJB30BaTENEH IIPU HCHOJb30BAHUY 3allHilaeMblx
pecypcoB MCII/IH B cMCTEMHBIX JKypHaJIax U NEepUOAUYSCKUA KOHTPOIb KOPPEKT-
HOCTH JEWCTBUH MONB30BATENIEH CUCTEMBI [TyTEM aHAIU3a COAEPIKUMOro 3THX XKYp-
HaJlOB;
KOHTpPOJIb LEJOCTHOCTH (oOecrneyueHue HEU3MEeHHOCTH) Cpelbl MCIIOIHEHHS
NpOrpaMM ¥ €€ BOCCTaHOBJIEHHE B Cllydae HapyIICHMS;
3al0UTY OT HECAaHKLMOHUPOBAHHOM MoAU(UKAUMKA U KOHTPONb LEIOCTHOCTH
ucnonssyeMelx B MCIIJIH mporpaMMHEBIX CPEACTB, a TakKe 3all[UTy CHCTEMBI OT
BHEJIPEHUS] HECAaHKIIMOHUPOBAHHBIX TPOTPaMM;
samuTy [IJ{0 oT yTeuku mo TeXHUYeCKHM KaHaliam npH ee obpaboTke, Xxpa-

HEHWHW U IIepeaayde 10 KaHajlaM CBsI3H;
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samuty [1/1H, xpanHuMo#, oGpaGaTeiBaeMoOll u nepenaBaeMoil o Kamaiam
CBS3H, OT HECAHKIIMOHUPOBAHHOI'O PA3TTIAIICHHS UIH HCKAKCHHS;

obecrieyeHne KUBYYECTH KPUNITOrpadHIecKux cpeAcTs 3amuThl HHbOpMa-
MK NIPU KOMITPOMETAIWH YaCTH KITFOUEBOM CUCTEMBI;

CBOCBPEMEHHOE BBIBICHHE HCTOYHHUKOB yrpo3 Gesomacroctn [1/{u, npuuun
¥ yCJIOBHH, CIIOCODCTBYIOMMX HAHECEHMIO yiepba cyopexTam I11H, coznanue me-
XaHH3Ma ONEpaTHBHOIO pearupoBaHns Ha yrposs! Gezonacnoct [T/ u HeraTus-
HEIE TeHICHIIUH;

CO3[IaHHE YCJIOBUH Ui MHHUMM3ALUHN U JIOKATH3AMNH HAHOCHMOLO yiiep6a
HCMIPABOMEPHBIMU AEHCTBUAMY (QUSHYCCKHX M FOPUIMYECKVX JIUI, OcHabiIeHue
HETaTHBHOIO BIWSHWA W JHMKBHIALHWs MOCNEACTBUN HapylleHHs Ge30MacHOCTH

In.
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3 O0beKThI 3aMHTHI
3.1 llepeuens nHGOPMALMOHHBIX CHCTEM

B Yupexnennu nponssonutcs o6paboTka NepCoHAIbHBIX IAHHBIX B nHpop-
MalHOHHBIX cucTeMa 06paboTku nepcoHanbHbIX gaunbix (MCLITx).

Hepeyens MCIIIH onpenensercs Ha ocHoBamuu OTyeTa mo pesynbpTaram
BHYTpEHHEN IIPOBEPKH.

3.2 [lepedennb 00LEKTOR 3ALINTHI

O6bexramy 3alIATEI ABAAIOTCA — HH(GOPMALIHS, obpabarsiBaemasi B MUCI1JH,
¥ TeXHUYCCKUE CpelIcTBa ee 00paboTku u 3aiuTsl. [lepedeHs MepcoHANBHBIX NAH-
HBIX, MOAJISKAIIHC 3aluTe, onpeselieH B [lepevune nepcoHanbubIX TaHHBIX, TOIE-
sxarux saumre B UCITL,

OOBEKTHI 3alNTH BKIIOYAIOT:

1) O6pabGarsiBaemas nHbOpMAIHSL.

2) TexHonornyeckas HHGOPMAIIHUS.

3) IporpaMMHO-TeXHHYECKHE CPeicTBa 06paBOTKH.

4) Cpencrsa saumTsl [T/1H.

5) Kanane! uadpopmanuontoro obmena u TeJIEKOMMYHHAKALIH,

6) OOBeKThI U MOMEIIEHHS, B KOTOPBIX pasmertteHs! kKoMmoHeHTs UCTT/IH.
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4 Knaccuduxauus nojb3osareseil UCI1An
[Tonbzosarenem MCIIJIH siBusieTcs JIMIO, yIacTBylome: B QYHKUMOHNPOBA-
HUAM HHPOPMAIIMOHHOH CHCTEMBI NMEPCOHANBHBIX JaHHBIX WITM UCIOJb3YIOLIee pe-
3yneTarhl ee (yHKIHOHMpoBaHus. [lonp3oBarenem UCTI]la smnsiercs Jr000K co-
tpyanuk Yupexnenus, umerommit goctyn k MCIIJ[In u ee pecypcam B COOTBET-
CTBUM C YCTAHOBIEHHBIM IOPSKOM, B COOTBETCTBHH C €r¢ (yHKIHOHAILHBIMHU
00s13aHHOCTSIMH.
TTonszosarenn VUCII/IH gensTcs Ha TpU OCHOBHBIC KaTel'OpHH:
1) Apmumucrparop VMCITAs. CoTpyAHHKH YYpPEKASHH, KOTOPbIe 3aHMMa-
IOTCA HACTPONKOM, BHEAPEHHEM M COHPOBOMNKAEHHEM CHCTEMBL AJIMHHHCTPATOP
MCI11s obnagaeT cielyomuM YPOBHEM AOCTYyIa:
- obnamaer nojiHo# wHGopMaLeld 0 CUCTEMHOM M IIPUKIATHOM IIPOrpaMMHOM
obecrneuenun UCIT/Ix;
- o6nazaer rmonHoH nHdopMauel 0 TEXHUYECKUX CPEICTBAX U KOHQUIypalui
UCT1/IH;
- EMeeT HOCTYIN KO BCeM TEXHUYECKHM CpelAcTBaM o6paloTku uHpOpManuu u
naausiM UCIHLH;
- 06na1aeT NpaBaMu KOH(GHUIYPUPOBAaHUS U aIMHHUCTDIATHBHOH HACTPOUKH
™ texaryeckux cpeacts UCITH.
2) Apmunucrpatop 6ezomacnoctd MCIIAn. Cotpynnuku YapexaeHus, Ko-
TOpBIE PETYIUPYIOT Bompockl GesonacHocTy KorkpeTHo# MCT [1H.
- ob6nanaer npasamu agmurucTpatopa MCI1/Ih;
- obnanmaer monHo#i urGopmalinen 06 UCI1IH;
- MMeeT JOCTYII K CPeACTBaM 3allUThl HHPOPMAIMK U IIDOTOKOIAPOBAHHS U K
yactu kmoyessix anementos MCIIx;
- He UMeeT IpaB JOoCTyNa K KOH(UIYPUPOBAHUIO TEXHHUIECKHX CPEACTB CETH

33 UCKJIFOYEHHUEM KOHTPOJbHBIX (MHCIIEKLMOHHBIX ).



3) Oneparop UCI1/In. Cotpyauuku moapasnelieuil Y dpeskeHus y4acTBy-
fomux B npotecce skcmiyarauuu MCITAu. Oneparop UCIIu obnagaer crenyro-
MM YPOBHEM JOCTYTIA:

- obJtajiaeT BCceMH HeOOXOMMMBIMU aTpHOyTamu (Hampumep, naponem), obec-

IIeYUBAIOLIMME JOCTYIl K HEKOTOPOMY MoaAMHOKecTBY [1/1H;

- pacrojaraet KOHQUICHUHATBHBIMHI JAHHBIMH, K KOTOPBIM HMeET HOCTYIL

Kateropuu nonssosarerneli nomxHsl ObITs onpenenens! i kaxnod UCTT/Ix.
JloKHO GBITH YTOYHEHO pasjieNeHue COTPYAHNKOB BHYTPH KETeropuii, B cOOTBeT-
CTBHHU C TUIIAMH [0JIb30BaTeNCH onpeleneHHbiMu B [lonmutrre wHGOPMAITHOHHOM
0e30macHOCTH.

Bee BbisBeHHBIe TPyNIIBI HONB30BaTENEH OTpakatoTes: 3 OTdere 110 pe3yb-
TaTaMm BHYTpeHHeH mposepku. Ha ocHosanun OTdeTa oIpelensiorcs mpasa g0CTy-
na k snementam MCII/TH nuis BeeX rpyIiT mosb3oBaTenel i 0TpakKaroTes B Marpurie
nocryna B IlonoxeHuu o pasrpaHHHeHHH [IpaB AOCTYHA K 060abaThiBaeMbIM nep-

COHAJIbHBIM JIAHHBIM.
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S OcHoBHbBIE NPHHIHIIBI NOCTPOEHUSA CHCTEMBI EOMILIEKCHOM

3alIKTLI HHQOpMaLUN

HocTpoenne cucrembl obecniedenns Gesomacuoctu 1]k UCIIs Yupexne-

HUS ¥ ee (yHKIMOHUPOBAHUE JOJDKHEI OCYIIECTBISTECS B COOBETCTBHH CO cneny-

IOUIMMH OCHOBHBIMU HNPUHIUTIAMMU

3aKOHHOCTH;
CHUCTEMHOCT;

KOMILIEKCHOCTE;

HEIIPEePHIBHOCTH;

CBOEBPEMEHHOCTE;

[PECMCTBEHHOCTD M HENIPEPLIBHOCTE COBEPIIEHCTBOBAHMSL,
IIepCOHAJIbHAsA OTBETCTBEHHOCTS,

MHUHHUMHU3aLUS TTOJTHOMOYKI;

B3aUMOJCHCTBUE H COTPYAHUYECTBO;

THOKOCTh CHCTEMBI 3aLIUTHL;

OTKPBITOCTh aJITOPUTMOB ¥ MEXaHU3MOB 3ALIHTHL
NpOCTOTa IIPUMEHEHHS CPEACTB 3aIUTHI;

Hay4Has 000CHOBAHHOCTD M TEXHHYECKAS PEANH3ye MOCTh;
CHelnamu3anus u NpodeccuoHaIn3M;

00s13aTeIbHOCTD KOHTPOJI4.

5.1 3akonnocTh

Ilpennonaraer ocyiiecTBIeHHE 3alUTHBIX MEPONPUATHE M pa3paboTKy

C3IJIH YuapekneHus B COOTBETCTBHU ¢ OEUCTBYIOLIMM 3aKOHOAATEIBCTBOM B 06-

JacTy 3ammTel [1)[H u qpyrux HOPMAaTHBHBIX aKTOB 10 0€30HaCHOCTH HHpOpMAIUH,

YTBCPIKIACHHBIX opraHamMu I“OCYL[apCTBCHHOfl BJIACTH W YIIpaBJI€HUS B npeneinax ux

KOMIIETCHLIMH.

[lonpzoparenu u o6enyxusaromuii nepcoran Ilu MCIIAn VYupexpenns

AOJDKHBI OBITH OCBEJOMICHBL O MOPsizKe paGOTh ¢ 3AIIMIAEMOil HHpOpMarmel u

00 OTBETCTBEHHOCTH 34 3AIIUTHI [Tdn.
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5.2 CHCTEMHOCTD

Cucremnsii momxon k moctpoenuro C3I1/lw Yupexnenus npenmosaraer
yueT BCex B3aMMOCBS3aHHBIX, B3AUMOACHCTBYIOINX U H3MEHAMIINXCS BO BpEMEHH
BIEMEHTOB, YCIOBHHI B (aKkTOpOB, CYLIECTBEHHO 3HAYKUMBIX IS MOHUMaHUSI U pe-
meﬁuﬂ mpobnemsr obecrieuenus 6ezonacuocty [1In UCTI/Ia Yupexnenus.

[lpr co3manuu cucTeMbl 3alUMTHl HOJXKHBI YYUTHIBaTbCs Bce ciabbie H
Haubolee ysi3BUMble MecTa cuctembl 00padorku [1/[H, a Takxke xapakTep, BO3MOXK-
Hble OOBEKTH! U HalpaBlIeHHUs! aTaK Ha CUCTEMY CO CTOPOHBI HapyLuTeneh (ocoben-
HO BBICOKOKBATU(PUIMPOBAHHBIX 3JI0YMBIIIJIEHHUKOB), TYTH MNPOHUKHOBEHUS B
pacnpenenenusle cucrembl 1 HCJ[ k undopmarmmu. CucTema 3alldThl OMDKHA
CTPOUTBLCA € YyUeTOM He TOIBKO BCEX M3BECTHBIX KaHanoB npouukHoBenns u HCJI k
MH(QOPMALIMK, HO U C Y4€TOM BO3MOYXHOCTH IMOSIBJICHUS IPUHIIAMHANBEHO HOBBIX Ty~

TeH peanu3anuyu yrpos 6e30MacHOCTH.

5.3 KoMmnjiekcHocTs

KomrmuiekcHoe Mcmonbh3oBaHue METONOB U CPEACTB 3aIUTHI MIPEMTOIATaeT Co-
[JIACOBaHHOE MPHMEHEHHE Pa3sHOPOAHEBIX CPENCTB IPU MOCTPOEHUN LENOCTHOM CH-
CTEMBI 3alIUTHl, IIEPEKPIBAIOLIEH BCE CYLUECTBEHHbIE (3HAUUMBIC) KAHATBI peaiu-
3allM| YIPO3 U He CoAepKallleil cnabbIX MECT Ha CThIKAX OTHEILHBIX €€ KOMIIOHEH-
TOB.

3amuTa JOJDKHA CTPOMTHCS SIIETOHUPOBaHO. JIIa KaKnoro Kamajiga yTedkH
HHQOpMALMK W JUIL KaXA0H yrpos3bl 0e30MacHOCTH JOJ/DKHO CYINECTBOBATH He-
CKOJIBKO 3alllMTHBIX py6Gexeil. Co3maHue 3amUTHBIX pybexked OCYyLIECTBIAETCS ¢
YUYETOM TOTO, YTOOBI I MX MIPEOAOJIEHHUS MOTCHIMAIBHOMY 3JI0YMBIIIIEHHUKY
TpebOBAIUCH NMPOPECCHOHATbHbIE HABBIKH B HECKOIBKHUX HEB3aHMOCBA3AHHBIX 00-
TacTAX.

Bremrnss 3ammra go/pkHa o0eciieqnBaThesl QU3HIECKUMEU CPeICTBAMU, Op-
raHU3alHOHHBIMH W MPaBOBLIMA Mepamu. OfHUM U3 Hauboliee YKpPEILIEHHBIX PY-
Oexeil mpHU3BaHBl ObITH CPeCTBA KPUNTOrpahwaeckol 3alluThl, pealH30BaHHBIE C
ucnonssosanreM TexHonoruu VPN. Ipruknagsoil ypoBeHb 3aMUThI, YUUTHIBAIONINHA

0COOEHHOCTH MpeIMEeTHOH 00TacTH, NPeICTABISIeT BHYTPEHHUN DY6EkK 3allUTEI,
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5.4 HenpepbiBHocTh 3amuTsl [1/1n

3awmra [1][H — He pa3oBoe MepONpPHATHE H HE MPOCTAs COBOKYITHOCTH TIPO-
BEICHHBIX MEPONPUATHI U YCTAHOBIEHHBIX CPEJICTB 3ALUMTHI, A HENPEPHIBHbIN Le-
JIeHANPaBICHHBIH IPOLECC, MPEeoIararolliil IPHHITHE COOTBETCTBYIOLIMX Mep Ha
BCEX oTanax jkusHenHoro uukia UCITx,

VICIT/TH nomkHBl HaXOUUThCS B 3AIHILEHHOM COCTOSHHMM HA HPOTSKEHUU
BCEr0 BpeMeHH HX (YHKUMOHHPOBAHMS. B COOTBETCTBHM C 3THUM TIPUHLUTIOM
AOJDKHBI IPUHAMATECS MEPBI IO Henomyienuro nepexoxa MCITIH B Hesammumen-
HOE COCTOsIHHE.

bONBIIHHCTBY DU3MYECKUX W TEXHUYECKHX CPEACTB 3AlllATHI s 3 dexTus-
HOTO BBINOJTHEHHUs! CBOUX (DYHKIHH HEOOXOAMMA TIOCTOSHHAA TEXHUYECKAs U opra-
HU3AIMOHHas (aAMHHUCTPATHBHAS) IOMIEPHKA (CBOSBPEMEHHES CMeHa H O6eciie-
HEHHE NPaBUIBHOTO XpaHEHMs M MPUMCHEHHS MMeH, Taponiel, Kiouei mudposa-
HUsl, ICpeONpe/eNiCHie IONHOMOYHH 1 T.1.). [TepepsiBbl B paboTe CPeACTB 3allHThl
MOTYT OBITh HCIIONB30BAHbBI 3TOYMBIIIICHHAKAMH JUIS aHATH3A NPHMEHSIEMBIX Me-
TONOB W CPE/ICTB 3AIIUTBI, ISl BHEAPEHIA CIICLHAlbHbIX TPOrPaMMHBIX | aTlIapart-
HBIX "3aKJa/I0K" U JPYIUX CPEACTB MPEONONEHHS CHCTEMbI 3aIlUTEI II0C]ie BOCCTa-

HOBJICHHSA €€ (DYHKLIMOHUPOBAHHUS.

5.5 CBoeBpemeHHOCTD

[pennonaraer ympexnaroumii xXapakrep Mep obecneueHns 6e3omacHOCTH
ITdH, TO ecTh HIOCTAaHOBKY 3a1a4 110 komItekcHou samute MCL /I v peannzammmo
Mep obecrieyenns Gesonacnoctd [1H Ha paHHUX CTAAUIX paspaborku UCII/H B
[eJIOM 1 €€ CUCTEeMBI 3aIMThl HH()OPMALIHH, B YaCTHOCTH,

Paspaborka cucTembl 3aMMThI O/HDKHA BECTHCD napaiiensHo ¢ paspaboTkoi
W pasBUTHEM CaMOH 3allUINACMOH CHCTEMBI. DTO 1103BOJUT y4ecTh TpeOoBaHHA
OesomacHoCTH TIpu [IPOCKTUPOBAHHK APXUTEKTYDPEI M, B KOHEUEOM CYETe, CO3/1aTh
Oonee 3dbexTuBHbIe (KaK MO 3aTpaTaM pecypcoB, TaK U 110 CTOAKOCTH) 3allHIIeH-

HBIC CHCTEMEI.



5.6 llpeeMcTBEeHHOCTH U COBEPIIEHCTBOBAHHE

[IpennonaratoT MOCTOSIHHOE COBEPLICHCTBOBAaHHE MEp U CPEACTB 3alllUThI
UH(OPMALMY Ha OCHOBE MPEEMCTBEHHOCTH OPraHM3allMOHHBIX W TEXHUYECKHX pe-
LIeHUH, KaapoBoro cocrasa, aHanuza ¢yakuuonupoanus VUCITIE n ee cucremsl
3alUTHl C y4eTOM H3MEHEHHH B METOJax M CpeACTBaxX IepexBara HHOOPMAaIHH,
HOPMAaTHBHBIX TPeOOBAHUH MO 3allMTe, JOCTUTHYTOrO OTEUYECT3EHHOTO U 3apyber-

HOTI'O OIbITa B OTOW O0OJACTH.

5.7 llepconajibHasi OTBETCTBEHHOCTD

IIpennonaraer Bo3ioxeHre OTBETCTBEHHOCTH 3a obecneuenue 6e30MacHOCTH
[T1x 1 cucremsl ux 06pabOTKU HAa KaXKAOTO COTPYAHHKA B IIpeaeliax ero IIOJIHOMO-
4ui. B cOOTBETCTBUH € 3TUM NPUHIIMIIOM pacIpe/lesieH)e [IpaB i 00sI3aHHOCTeH Co-
TPYJAHUKOB CTPOMTCS TakUM 00pasoMm, 4TOOB! B clIydae JTOGOT0 HapyIleHHs Kpyr

BUHOBHWKOB OBLI YETKO M3BECTEH HITH CBC/JACH K MUHUMYMY.

5.8 IIpHHIHI MHHHMH3ANH TOJTHOMOYHIA

OsHavaeT MpenocTaBNeHue MOMb30BATEISIM MUHUMAILHEIX MIPAB AOCTYNA B
COOTBETCTBUHU C MPOU3BOICTBEHHON HEOOXOAUMOCTEIO, HA OCHOBE TMPHHIIUIIA «BCE,
4YTO HE paspelleHo, 3anpeieHoy.

Hoceryn k [1[ln n0/bKeH NpeJocTaBIATLCS TOIBKO B TOM cllyuae W ofbeme,
€CJIM 3TO HEOOXOAMMO COTPYAHUKY UL BBINIOJIHEHUS €ro JOMKHOCTHBIX 00S3aHHO-

CTEH.

5.9 BsaumopelcTBHe H COTPYAHHYECTBO

[pennonaraer cozganue GMaronpusTHON atMocdepsl E KONIEKTUBAX 10/
paszesnenuii, obecnieunsaromux Aearensuocts UCIIIH Yupex:nenus, 1is CHIDKe-
HUs BEPOSITHOCTH BO3HMKHOBEHMSA HEraTHUBHBIX NEHCTBUH CBSISaHHBIX C YeJOBeYe-
CKUM (pakTopom.

B Takoii ofcTanoBKe COTPYAHUKM JIODKHBI OCO3HAHHO COGJIONATh yCTAHOB-
JICHHBIC NIPABHIIA X OKa3bIBATH COMCHCTBME B AEATENEHOCTH MOJPa3NCIeHUN TeXHH-

HeCKOM 3allUThl UH(QOpMALIHH,
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5.10 I'ubkocrb cucrembl 3amuTsl I /In

[puHsTEIe MEPBl ¥ YCTAHOBJIEHHbIE CPEJCTBA 3allIHTHL, DCOOCHHO B Havallb-
HBIM IEPHOJ WX KCIUTyaTalllu, MOTYT 00eCIedMBaTh KaK Ype3MepHbIH, TaK U HENO0-
CTaTOYHBIA ypoBeHb 3aiuTbl. s oOecriedeHus BO3MOXKHOCTH BapbHpOBaHUS
YPOBHEM 3alllUIIEHHOCTH, CPEACTBAa 3alllUThl JOILKHBI 00J1a1aTh OIpeAeIeHHON
rubkocteio. Oco6eHHO BKHBIM 3TO CBOMCTBO SIBJSIETCS B TeX CJIy4asx, KOrja ycra-
HOBKY CPEJICTB 3aIUThl HEOOXOIMMO OCYIIECTBIISTh Ha pabOTAIOIIYIO CUCTEMY, HE

HapylIas mpolecca ee HOpMallbHOro (PYHKIMOHUPOBAHMSL.

5.11 OTKpBLITOCTH AITOPUTMOB U MEXaHHU3MOB 3ALIUThbI

CyTp npuHLMIIA OTKPBITOCTH aJITOPHTMOB H MEXaHW3MOB 3aLIUTBl COCTOUT B
TOM, YTO 3alllUTa He JO/DKHA 00eCleuynBaThCs TOJBKO 3a CUET CEKPETHOCTH CTPYK-
TYpHOM OpraHU3allid ¥ alrOpUTMOB (DYHKUIHMOHHUPOBAHUS €€ IMOACUCTeM. 3HaHHE
QITOPUTMOB pabOThl CUCTEMBI 3alllMThl HE NOJDKHO JaBaTh BC3MOXKHOCTH ee IIpe-
ononeHus (maxe apropaM). OQHAKO, 3TO HE 03HAYAET, UTO UH(OPMAIIKA O KOHKpPET-

HOM cucTeMe 3aluThl JOKHA OBITh 0O JOCTYITHA.

5.12 [lpocToTa NpHMeHEeHHUs CPeACTB 3aLH ThI

MexaHu3MBl 3alIUTHl JOJDKHBI OBITh HHTYUTHBHO MOHSTHBI M IIPOCTHI B HC-
nosis3oBaHuy. [IpruMerenre cpeacTB 3alUTEl He AOJDKHO OBITH CBSI3aHO CO 3HAHHEM
CIIeIHaJIbHBIX A3BIKOB HJIM ¢ BBIIOIHEHHEM AeUCTBUHN, TpeOYIOINX 3HAYUTEIBHBIX
JIOTIOTHUTENIbHBIX TPYA03aTpaT NpU OOBIYHON paboTe 3aperdcTpUpPOBAHHEBIX yCTa-
HOBJIEHHBIM TOPSIKOM MOJb30BaTeNleld, a TaKkxke He JAO0IKHO TpeboBaTh OT MOIB30-
BaTENsl BBIIIOJIHEHHS PYTUHHbBIX MAJIONOHATHBIX €My Orepauuii (BBOI HECKOIBKUX
napoJiell ¥ IMeH U T.1.).

Homxna pocruratbess aBTOMATH3aLMsl MaKCHUMaldbHOI'O 4YMCHa JeHCTBUM

nosnb3oBareiieit u agmuancTparopos MCTT/IH.

5.13 Hayunasi 000CHOBAHHOCTD H TeXHHYECKAs Peaiu3yeMocTh
Hudopmalmonnble TEXHONOTHH, TEXHUYECKHEe WU HpPOrpaMMHBIE CPECTBa,
CPeCcTBA ¥ Mephl 3aIUTEl HHGOPMALHK TOJKHEL OBITh PealM30BaHbl Ha COBPEMEH-

HOM YPOBHE€ Pa3BUTHA HAYKH WU TEXHHUKM, HAYYHO 000CHOBaHKI C TOYKH 3pCHHUA HO-
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CTHIKEHUS 3a[JaHHOTO YPOBHS 6e30macHOCTH WHOOPMALUY U TOIKHEl COOTBETCTRO-
BaTh yCTAHOBJICHHBIM HOpMaM U TpeOOBaHHUAM IT0 Gezomacuocty [1)1H.

C3I1n moskHa OBITH OPHEHTHPOBAHA HA PELICHUS, BO3VIONKHbIE PUCKU ISt
KOTOPBIX ¥ MEpBI IPOTHBOACHCTBHS 3THM PUCKaM MPOILIH BCECTOPOHHIOK Teope-

TUYCCKYIO ¥ PAKTUYECKYIO TPOBEPKY.

5.14 Cnennanusauusi ¥ npodheccHoHATH3M
Ipenmonaraer npusnedenye k paspaboTke CPEACTB H PeaTH3aLUN MEp 3aLld-
ThI HHQOPMALMH CHELHAIN3UPOBAHHIX OPraHU3alii, HaubGoIee OIrOTORICHHBIX
K KOHKPETHOMY BHUAY IEATENBHOCTH N0 obecnedennto Gesonacdoctu [1]IH, umero-
INHX OMBIT MPAKTUIECKOH paboThl U rocyJapCTBEHHYIO UIEH3HIO Ha IIPABO OKa3a-
HUsL yCJIyT B 9TOH obnacTe. Peannsanus aIMHHHCTPATHBHBIX Mep M SKCILTYATALHS
CPEACTB 3aIlUThl JJOIDKHA OCYINECTBIATHCS MPOPECCHOHANBHO MOArOTOBAEHHBIMU

CHEeLHATINCTaMHU Y UYperKIeHHS.

5.15 O6s3aTe bHOCTH KOHTPOJIS

Ipearnonaraer 06A3aTe/IbHOCTE U CBOEBPEMEHHOCTh BBISSJICHUS H npeceye-
HUs TIOMBITOK HapyIICHUS YCTAHOBAEHHBIX IpaBWil obecledeHust Ge3oracHOCTH
IT/lH Ha OCHOBE HCIIOIB3YEMBIX CHCTEM H CPEJICTB 3allHTHI HHDOpMALIUH TIpH CO-
BEPUICHCTBOBAHUHN KPUTEPUEB U METOAOB OLEHKH 3(P(PEeKTUBHOCTH 3THX CHCTEM U
CpecCTs.

KoHTposb 33 NeATeTbHOCTBIO JIFOGOTO MONTB30BATENS, KANIIOr0 CpelicTBa 3a-
IMTBI U B OTHOLICHHH J000r0 00bEKTa 3aIUTHI JOJKEH OCYIIECTRISATEHCA Ha OCHO-
BC NMPUMEHECHUS CPEICTB ONEPATUBHOIO KOHTPONA U PErHCTPALMH U JIOMKEH OXBa-
TBIBATh KAK HECAHKUHOHUPOBAaHHbIE, TAK W CAHKLMOHAPOBAHHBIE AHCTBUS OJIH30-

BaTEJEN.



6 Mepbl, MeTOABI U cpelcTBa obecriedeHus TpedyeMoro ypoBHsi
3AMHIEHHOCTH

Obecneyenne TpebyeMOro ypoBHS 3alllUIIEHHOCTH JOKHOCTH [OCTUIaThCs
C UCTIOTB30BAaHUEM MEpP, METOMIOB U cpelcTB Oe3zornacHoCcTH. Bee Meprl obecriedenust
6eszomacnoctu UCI1/In moapazaensioTes Ha:
@ 3aKOHOJaTelbHbIE (IIPaBOBbIE);
® MOpPaJlbHO-3THYECKUE;
© OpraHu3alMoHHbIE (AAMUHUCTPATUBHEIE),
e (u3HUECKHe;
® TEXHHUYECKHE (annapaTHbie U POTrpaMMHBIE).
[lepeuens BrIGpanHbx Mep obecrieueHns 6e30macHOCTH oTpaxaercs B [Lname

MGpO]‘lpI/IﬂTHﬁ 10 00EeCeYSHHIO 3allIUThI NCPCOHAIBHBIX JaHHbBIX.

6.1 3akoHoaaTe/bHbIE (MPaBOBbIE) MePbI 32 ATHI

K npaBoBeIM Mepam 3allUTHl OTHOCATCS AEHCTBYIOLIHE B CTpaHe 3aKOHEI
yKa3bl ¥ HOpMATHBHLIE aKTEI, perjlaMeHTHpYIolre npasuia odpamenus ¢ [1/1x, 3a-
KPeIJISIFoLIye NpaBa | 00A3aHHOCTH YYaCTHUKOB MHPOPMAIMOHHEIX OTHOIICHUN B
npouecce ee oOpabOTKM U HCMOJIB30BAHMS, & TAKKe YCTAHABIUBAIOLIUE OTBET-
CTBEHHOCTE 3a HapyILICHHs 3THUX MPaBUJl, NPENATCTBYs T€M CaMsIM HElpaBOMepHO-
My mcnonbsoBannto [0 v ABIsitolMecs cAepKUBAOIINAM (HaKTOpoOM IS IOTEH M-
albHBIX HApyLIATENEeH,

[IpaBoBBle MephI 3aIUTBl HOCAT B OCHOBHOM YIIPEKIAN UMM, TpodHIaKTy-
HeCKH Xapakrep ¥ TpeOyIoT MOCTOSHHON pa3bsiCHUTENbHON paGoThl ¢ [OIb30BaTE-

JIAMHA ¥ OOCITY)KHBAIOILIUM [TEPCOHATIOM CHCTEMEI.

6.2 MopaabHo-3THYECKHE Mepbl 3aIHThI

K MOPAJIbHO-3THYECKHUM MepaM OTHOCATCS HOPMEI [TOBEIEHUS, KOTOPBIC Tpa-
AWITHOHHO CJIOXKHIIMCE WM CKIAIBIBAKOTCH I10 MEPE pacllpoOCTpaHeHH 9BM B
CTpaHe HIIU O6IU,ECCTB€. Ot HOPMBI OOJIBIIIEH YACTHIO HE ABISAIOTCS 065{3&T6HEHBIMH,
KaK 3aKOHOAATEIbHO YTBECPXKICHHBIC HOPMATHBHBIE aKTBI, OAHAKO, UX H€C06HIOZ[8—
HHUEC BEJIET OOBIYHO K HAaJCHHUIO aBTOPUTETA, ITPECTHIKA YETOBEKE, TPYHIILI JTATLL MW

28



opraHuzanuu. MopallbHO-3THYECKHE HOPMBI OBIBAIOT Kak HeldcaHbie (HAmpUMep,
o01enprU3HaHHble HOPMBI YeCTHOCTH, TIATPUOTH3MA U T.I1.), TaK U MHCAHEIE, TO eCTh
oopMIIEHHBIE B HEKOTOPBIH CBOJ (YCTaB) PaBUJI MK MPEATTACAHHUIL.
MopasibHo-3THYECKHE MEPBI 3alUThl SBIAIOTCS NPOGUIAKTHUECKUMHA U Tpe-
OyIOT MOCTOAHHON paboTHl 1O CO3MAHHIO 3IOPOBOIO MOPANLHCIO KIUMATA B KOJ-
JIeKTUBAX NofpasneseHnii. MopaibHO-3THYECKHE MEpBI 3alllUTE CHIDKAIOT BEPOST-
HOCTb BO3HMKHOBCHHsI HETATHBHBIX JEHCTBHMN CBA3aHHEBIX C YeNOBEYECKHM (PaKTo-

pom.

6.3 Opranusanuonnble (AAMHHACTPATHBHBIE) MEPb! 3aHThHI

OpranusanuonHsie (aIMUHACTPATHBHBIC) MEpbI 3AIIUTHL - 3TO Mepbl OpraHi-
3a8lHOHHOrO XapaKkTepa, permaMeHTHUpPYIOLIKe Ipoleccsl PyHKLMoHuposanus VC-
[1[1n, ncnonssosanue pecypcos MCITIH, AeATeIBHOCTS 06CTy KHBAIONIEr0 [IepCo-
Haa, a TakKe NOPANOK B3auMoercTBus nosssosarenet ¢ MCILIx rakum o6pasom,
4TOOBI B HAaWOONbIIEH CTeMeH: 3aTPyIHUTh WM HCKITIOUNTH BO3MOMKHOCTD peanu-
3alliM yrpo3 Ge30NacHOCTH Ml CHU3UTh Pa3Mep MOTepPh B CIy4as HX pealn3alii.

I'naBHas nene aJMHUHUCTPATHBHBIX MEp, MPEANPUHUMASMBIX HA BBICIIEM
YIpaBIIeHYeCKOM ypoBHe — copmuposats [Tomutuky nHpopMeIHOHHON Ge3zomac-
HoctH [1/IH (0Tpaxarolnyro MOAXOAB! K 3aiiTe HHMOPMALKH) U 00ECIIEYHTE €6 BhI-
I[IOJIHEHHE, BBIIENISAS HeOOX0qUMbIe PECYPCHI I KOHTPOJIHUPYs COCTOSHHE JIedl.

Peamuzanus [lonmutukn nabopmannonnoi 6ezomacroctu 11/ B UCTIu co-
CTOAT U3 MEp aAMHHMCTPAaTHBHOrO YPOBHSA U OPTaHM3al[HOHHEIX ([IPOLENyPHBEIX)
MEp 3alIUThl UHQOPMAaILHH.

K amMuHHCTpaTHBHOMY YPOBHIO OTHOCSTCS peIleHNs PyKOBOACTBA, 3aTparv-
Baroiue fearensHocts MCI/In B menom. Otu perenus sakpenatores B [lomurrke
nHpOpMannonHok GesonacHocTH. [IpHMEPOM TakUX peleHuil MCTYT OBITE:

MPUHATHE PEITeHHs O (POPMUPOBAHUM HIIM MEPECMOTPE KOMIJIEKCHOH Mpo-
rpamMMsl obecniedenus 6esomacHoctr [1J1H, onpeaeneHie OTBETCTBEHHBIX 34 6e pea-
JTH3aLHUIO;

(hopmyJMpoBaHHMe liesel, MOCTAHOBKA 3a7au, OTIpelielIeHNe HANPpaBICHUH e~

ATENIBHOCTH B o6stacty 6ezomacuocty I1/1H;
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NPUHATHE PEIIeHUH [0 BONPOCAM peau3aluy MPorpaMMel Ge30macHOCTH,
KOTOPBIE paCCMaTPUBAIOTCS Ha YPOBHE YUPEKISHHUS B LIEJIOM;

obecrieueHHe HOPMaTHBHOI (TTpaBOBOH) Ga3sl BOMPOCOB 62300aCHOCTH U T.11.

[TonuTrka BepXHETO ypOBHS JOJDKHA HYETKO OUYEPTUTH Chepy BAMAHHA H
OrpaHWYEHMs IMpHU onpereieHun uened GezomacHoctd [1/1H, cnpenenuTs Kakumu
pecypcamu (MarepuasbHble, IEPCOHAN) OHM OyIyT JOCTHTHYTH U HAWTH Pa3yMHBIH
KOMIIDOMHUCC MEX/Iy MpHEMIIEMBIM YPOBHEM O€30MacHOCTH W (PVHKIIHOHAIBHOCTEIO
HCTIdn.

Ha opranusallionHOM ypoBHE ONPEACISIOTCS IIPOLeAyPhl U NPABHIIA [OCTH-
KeHUs lelied u perlenus 3anad [onutuku urdopmanmonHoi GezonacHoCTH I ds.
OTH TpaBHITa ONPeIeNsIOT:

KakoBa 00J1acTh HPUMEHEHHS MONTUTUKY Ge3onacHocty [1](H;

KaKOBBl POJIM U O0S3aHHOCTH JOJPKHOCTHBIX JIHI, OTBEYAIOLIME 3a MPOBEJE-
HUE TIoNUTUKK Oe3onacHocTy [1/1H, a Tak ke MX YCTAHOBHUTH OTBETCTBEHHOCTD:

KTO MMeeT npasa jocryna k [1/1H;

KaKAMHU MepaMHy U cpeicTBamu oOecnieunBaeTcs 3anmra [1/14;

KaKUMH MepaMHu H CpPelCTBaMH 00ecHeuUuBaeTCss KOHTPONIb 3a COOIIOIEHTEM
BBEJICHHOT0 pexrMa 6e30MmacHoCTH,

OpraHuzanuoHHble MEPBI TODKHEL

NpeayCcMaTpUBaTh periiaMeHT HHOOPMAIMOHHBIX OTHOIIEHHH, HCKIIOYa0-
LIIMX BO3MOXXHOCTH HECAHKLMOHUPOBAHHBIX ACHCTBUH B OTHOLICHUH OOBEKTOB 3a-
LU T,

ONpPEJE/IATh KOUIUIHOHHbBIE H HEPAPXUUECKHE MIPUHIIMAIBI U METO/AbI pa3rpa-
HuYeHus nocrtyna k [1J1H;

OIpeNENATh TOPALOK PabOThl ¢ MPOTPAMMHO-MATEMATHYECKUMH U TEXHUYE-
CKAMH (armaparHble) CpeIcTBaMU 3allUThl ¥ KPUIITO3AIMTE U APYTUX 3al{UTHBIX
MEXaHU3MOB;

OpraHu30BaTh Mepel npotusogeiicrBus HCJ monb3oBatensMu Ha 3Tarax
ayTeHTU(GUKALUH, ABTOPU3ALIAH, HIECHTHPUKAIMN, 06eCIIeYMBAFOIIUX rapaHTuu pe-

anu3aluy IPpaB U OTBETCTBEHHOCTH CyOBEKTOB UHPOPMAIIMOHHBIX OTHOLIEHHH.
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B oprann3sanuoHHEIe MEpPEI TOJKHBI COCTOSITE H3:

pernamveHnTa goctyna B nomMemmenus MCIT/g;

MOPsIOK HOTyCKa COTPYAHMKOB K HCIONB30BanuIo pecypeos UCITIn Vype-
KICHUS; ‘

pernamMeHTa npoLeccos BeleHns 6as NaHHBIX U OCYLIECTBICHHA MOLU(HKA-
UK HHOOPMaLXOHHBIX PECYPCOB;

periiaMenTa IPOLEecCoB 0OCIYKUBAHUS H OCYIIECTBIEHAS MOTH(GUKALIAHN all-
NapaTHbIX U IporpaMMHbIX pecypcos UCITIn;

MHCTPYKUMH monb3osatenelt MCITMu (anmuructpatopa MCITIH, amvuau-
crparopa besonacHocTH, oneparopa MCIT/H);

MHCTPYKIIHA MOJIB30BaTENII HIPH BOSHUKHOBCHHU BHEIITATHBIX CHTyaHHﬁ.

6.4 ®usnyeckue Mepbl 3a1HTHI

DusHyecKne Mephl 3alUThl OCHOBAHBI HA MIPUMEHEHHH PA3HOTO POJa Mexa-
HHYECKUX, SJIEKTPO- WK 3IEKTPOHHO-MEXaHHYECKHX YCTPOHCTB H COOPYIKEHH,
CICHHATLHO NPEMHA3HAYEHHBIX AJsI CO3JMAHMA (U3MYECKUX NPEIATCTBUM Ha BO3-
MOKHBIX IYTSX TIPOHMKHOBEHUS M JOCTYIA MOTEHLHATBHBIX HAPYIIUTENCH K KOM-
TIOHEHTaM CHCTEMbI U 3alIMINACMOK MHPOPMALKUY, a TaKKe TEXHHIECKUX CPEICTB
BU3YallbHOI'O HAOJIFOJICHHS, CBA3H U OXPAHHON CHUTHAIM3AITHH.

Ousnueckas 3al0MTa 3aHHH, TOMEIIEHUH, 06BEKTOB 1 cpencTB uHpopmaTH-
3allH{ NOJDKHA OCYUIECTBIIATBCS NYTEM YCTAHOBIICHUSI COOTBETCTBYIOUMX [OCTOB
OXpaHBl, C MOMOIIBIO TEXHHYECKUX CPEJICTB OXPaHbl WIH TIOGBIMU APYTHMH CIIOCO-
Oamu, [penoTBPAIAIOIIKME WK CYLIECTBEHHO 3aTPYAHMIOIAMH MPOHHKHOBEHUE B
3MaHue, TIOMEIICHHUS [OCTOPOHHMX JIHL, XWIUEeHHE HHGOPMANUCHHBIX HOCHTEEH,
CaMUX CpPeJICTB WH(OPMATU3ALNY, UCKIIOYAIONIAME HAXOKICHUE BHYTpHA KOHTPO-
TUpYyeMOii (0XpaHseMOi ) 30HBI TeXHUYECKUX CPEJICTB Pa3BE/IKH.

6.5 AnnapaTHo-NporpaMMHbIe CPeACTBA 3aHTHI I1/In

Texuuteckre (ammnapaTHO-MPOIPaMMHBIE) MEpPhl 3aIUTHl OCHOBAHBI HA HC-
HNOJIb30OBAHHH  PasNIMIHBIX SICKTPOHHBIX YCTPOHCTB M CHELHANBHBIX POTpaMM,

BXogsamux B coctaB MCII/lp 1 BEINOMHMOMMX (CAMOCTOSTENHHO HITH B KOMILISKCE
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C ApYTUMH cpelicTBaMK) QYHKIUK 3aIUThl (MISHTU(GUKALNIO ¥ ayTeHTHDHUKAILHIO
II0JTb30BaTelIe, pasrpaHHYeHne IOCTyNla K pecypcaM, PEruCTpamuio COOBITHIH,
KpHIITOrpa(ryeckoe 3akphiTue HHGOPMAITHHT | T.11.).

C yderom Beex TpeboBaHUM U NPUHIMIIOB obecneuenus GeszomacHocTty 1711
B MCII/Iz no BceM HampaBlieHUsIM 3alIATHl B COCTAB CHCTEMB! 3allUTH JTOJKHBI
OBITH BKIFOUEHBI CICAYIOIIHE CPENCTBA:

CPeACTBa HIEHTH(DHUKALKMN (OIIO3HABAHKSA) U ayTeHTH(OUKALMH ([IOATBEPIKIE-
HUs [TOUIMHHOCTH ) mostk3oBarenei MCIT/x;

CpeJICTBA pasTpaHUYEHUs JOCTYIIa 3apEeruCTPUPOBAHHEIX 110Jb30BaTeell cH-
cremel K pecypecam UCIIIa Yupexnenus;

CpeAcTBa ObeceYeHust i KOHTPOILA LEeNOCTHOCTH IPOrpaMMHEBIX U HH(OpPMa-
[UOHHBIX PECYPCOB;

CpeAcTBa ONEPaTUBHOIO KOHTPOJISL K PETUCTPAIMK COOBITHA 0€30IaCHOCTH;

KpI/IHTO'I“pa(I)IfI‘IeCKHe cpencrsa 3ammTel [1]/1H.

YcrelnHoe npuMeHeHne TEXHUIECKIX CPECTB 3allUThl Ha OCHOBAHHHM IIPHH-
LIHITOB (pasjel 5) Ipearonaraet, 4To BHITOMHEHNE [ePeYHCIeHHsIX HIKe TpeGoBa-
HUH 00ECIIeYeHO OPraHU3alHOHHBIMY (aIMUHHCTPATHBHBIMU) MEPAMH H HCIIOJB3Y-
€MBIMU (PU3UYECKUMHU CPEACTBAMU 3aIIUTHI;

obecriedeHa pu3nvecKas NeIOCTHOCTh Beex kKomnoHeHT MCTT/Tx;

KaxIbId coTpyaHuK (nonbzosatens WICITJH) uiu rpymia nomb3osateseit
MMEET YHUKAIbHOE CHCTEMHOE UMsi 1 MAHUMAJIBLHO HEOOXOAUMBIC [JIS BBITTOTHEHMS
UM CBOMX (YHKLHOHAIBHBIX O0A3aHHOCTEH ITOJIHOMOYHS MO AOCTYIY K pecypeam
CHUCTEMBI;

B UCIIlH Vapesknenns paspaboTka U OTIajka TPOrpaMM OCYIIECTRIseTes
3a npenenamu MCIIn, Ha HenmbITaTeIbHBIX CTEHAAX;

BCC U3MEHCHHMS KOHQUIypallMKu TeXHHIECKMX H IIPOTPaMMHEIX cpencts MC-

1z mpousBopsTcs CTPOro yCTAHOBIEHHBIM HOPSIKOM (PerucTpUpyOTCA U KOH-

TPOJIMPYIOTCS) TONBKO HA OCHOBAHHH PACIIOPSIKEHHH PyKOBOICTBA Y UK IEHUS;



ceTeBoe 000pyAOBaHHE (KOHLEHTPATOPEI, KOMMYTATOPbI, MAPIIPYTH3aTOPbI U
T.IL.) PACIIONAraeTcs B MeCTax, HeOCTYIHEIX Ui [IOCTOPOHHUX (CHELHAIbHEIX [10-
MeILeHusX, kadax, u T.1L.).

CHENHaNTUCTaMH Y YPEeXIEHHS OCYIIECTBISIETCST HENPEPBIEHOE YIPABICHUE U

aIMHHHUCTPpAaTHUBHAA HOQACPKKA Q)YHKLU/IOHI/I})OB&HPIﬂ CPpECACTB 3aLIUTHI.



7 KonTpouib s¢pekTuBHOCTH cuctembl 3amuThi MCI Tu
Yupexaenusn

Kontpons spdexrupnocrn C3I1[IH JOMKEH OCYLIECTBISCTCS HA MEPHOIH-
HecKoii ocHoBe. Llenbio KOHTPoa 5P HEKTHBHOCTH ABISETCS CBOEBPEMEHHOE BbISIB-
JIeHHE HeHaaexkallux pexumor paborsr C3IT[n (oTkimtodeHre CpefcTB 3AIINTHI,
HapyImeHHe PEeXMMOB 3alllUThl, HECAHKIIMOHUPOBAHHOE M3MEHEHHE peskiMa 3allli-
Tbl ¥ T.IL.), & TAK NPOTHO3MPOBAHHE ¥ TIPEBEHTHBHOE PEarnpoOBAHUE Ha HOBbIE yIrpo-
361 Oe3onacHocTy [1/]H.

KoHTpone MoXer npoBoAuTECS Kak aAMUHECTpaTopamu Gesomacuoctu VIC-
[111 (omepaTHBHEIM KOHTPOIB B Mpoliecce HHGOPMALIOHHOIO B3aUMOIEHCTRBHS B
HCI11r), Tak 1 npuBieKaeMbIME I 3TOM e KOMIETeHTHBIMH OpTraHU3aLUIMH,
MMEIOLIMMH JIULICH3UIO Ha 3TOT BHUJ HesTelbHOocTH, a Takke DPCTIK Poccuu u
@OCb Poccuu B npefenax uxX KOMIETEHIIHH.

KoHTposib MOMeT OCyIeCTBISITEC aIMUHUCTPATOPOM GE30TIACHOCTH KaK
[IOMOMIbIO MITATHBIX CPEACTB CUCTEMBI 3aIUTH! [1/IH, Tak U ¢ mOMOLIBIO Crermah-
HBIX MPOTPAMMHBIX CPECTB KOHTPOJIS.

Ouenka aQdexruBrocTH Mep 3amuthl [1JIH TPOBOAKTCS ¢ UCOMB3OBAHUEM
TEXHHUYECKMX W IPOrPAMMHBIX CPEIICTB KOHTPOJIA Ha MpeJMeT COOTBETCTBHS yCTa-

HOBJIEHHBIM Tp66OBaHl/I.HM.



8 Ccepol oTBeTCcTBEHHOCTH 32 GesomacHoeTn [T/

OtBeTcTBeHHBIM 3a pa3paGOTKy Mep M KOHTPOIb HaA obecmedeHuem Ges-
OTACHOCTH TIePCOHAIBHBIX NAHHEIX ABNACTCA PYKOBOMHUTENb Ydupexaenus. Pykoso-
AWUTEJIb MOKET [EIETHPOBATh YacTh IOJHOMOUYME Mo obecredeHnio 6e30MacHOCTH
[IEPCOHANBHBIX NaHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOAUTENS BKIIHOYALT CICIYIOIIHE HanpaBIeHus
obecrreuenns 6esornacuoctr [1/1H:

[InanupoBanue 1 peanusanus Mep o obecrnedeHrro 6e30TACHOCTH I'1H;

Awnanus yrpos 6esonacuoetn I1/1H;

PaspaGoTky, BHeApeHMe, KOHTPOIb HCIOTHEHUS U HOJJE[IKAHIE B aKTyasb-
HOM COCTOSHMH TOJUTHK, PYKOBOICTB, KOHLEMIMH, Npoleayp, periaMeHToB, HH-
CTPYKLMH U APYyruX OPraHM3alMOHHBIX JOKYMEHTOB 10 06GeCreveHiio 6e30nacHo-
CTH;

KonTpons 3aummensoctu UT uHpacTpyKTypsr Komnanuu ot yrpos UB my-
TeM;

Ob6yuenne u undopmuposanue nonssopareneit UCTI/y, o IOpsAKE paboTHI ¢
[1/1x n cpencTBaMu 3alUTHI;

lIpenoTBpaientie, BEISBIEHHE, PEArMPOBAHNE H PACCIIE03aHHE HapylIeHHH

6esomacuocty [1/]1.

IIpu B3aumomeHCTBUM CO CTOPOHHMMY OPTaHH3ALHSAMU B Cllydasix, Korja co-
TPY/HUKaM STHX OPraHU3allid MPeNOCTaBIACTCA IOCTYN K 00BeKTaM 3allluThI (pas-
fiedt 3), ¢ 9TUMM OpTaHH3ALMSIMHE [OKHO GBITE 3aKmodeno «Cornamenye o KOHDU-
- AeHuManbHOCTHY, MHbo «Cornamenue o cobIoaeHnn pexunma 623omacuocTu [1/1H
npy BelnosHeHnd pabor B UCITdu». TloAroToBka TUIOBBIX BaOMAHTOB 3TUX CO-

rraaneHu OCYIIECTBIACTCS COBMECTHO ¢ IOPI/I,LLM‘{QCKHM OTACIIOM.



9 Mopnesb HApYIIHTENA G€3011ACHOCTH

Hox Hapymmrenem B YHpexkeHUM TOHEMAETCS JIALO, KOTOPOE B Pe3yJIbTATE
YMBILIJIEHHBIX HIH HEYMBIUJIEHHBIX NeHCTBHH MOXeT HaHecTH ymep6 obBexTam
3aIUThI (pasaesn 3).

Hapyumrenn nozxpasneinsiores mo npusHaxky npuHamiexsocty k MCIT/Im.
Bce napyumrenu genstes Ha ABe TPYIIIIBL:

® BHELIHWC HapyIIUTENU — PU3HYECKHE NMIA, He UMECIOIINe IpaBa Ipe-
ObIBaHUS Ha TEPPUTOPUM KOHTPONMPYEMOI 30HBI, B Hpeaenax KOTOpoil
pasmeraercs obopynosanue MCI1/x;

¢ BHYTPCHHME HapyIIUTEIH — (QU3MYECKUe JULA, UMEFOUIME MPABO IIpe-
OBIBAHKS HA TEPPUTOPHE KOHTPOIUPYEMOii 30HBI, B peaenax KOTOpoil
pasmeraercs obopynoarue MCIT/n.

Knaccuuxanus Hapymureneil mpeacrtasiena B Mogenu yrpo3 6esomnacHo-

~ CTH NIePCOHANLHBIX JaHHBIX Kaxao# MCITIa.
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10 Mopesis yrpo3 6e3011acHOCTH
s UCTIda YupesxneHus BBIACIAIOTCS CICIyIOLIME OCHOBHBIE KaTeropuu
- yrpo3 6e30MacHOCTH MEePCOHATBHBIX JAHHBIX:
1) Yrpossl OT yTeUKH [0 TEXHUYECKUM KaHAJIaM.
2) Yrpo3sl HECAHKLHOHUPOBAHHOTO JOCTYTA K MH(OPMALIKK:

- VYrpo3sl YHHYTOXKeEHHs, XulleHus annapatabix cpeacts UCT I Ho-
cureneil nrbopmaluy nyreM Gpuzngeckoro goctyna K snementam MCITIx.

- Yrpo3sl XHlleHus, HECAaHKIMOHUPOBAHHOH MopuduKanuy win 61o-
KApOBaHMS HHGOPMALUK 3a cHeT HecaHKIHOHHpoBaHHoro nocryma (HCH) ¢
npUMEHeHHeM [IPOrpaMMHO-aIIapaTHBIX W TNPOrpaMMHBIX CPEICTB (B TOM
ypcsie IPOrpaMMHO-MAaTEMaTHYECKUX BO3EHCTBHIH]).

- Yrpossl He npefiHAMEPEeHHBIX NeHCTBUH Tonb3oBaTenell U Hapylle-
auii 6Gezonacnoctu Qyuxunonuposanus UCITx u C31111 B ee cocrae ms-
3a ¢60eB B IPOrPaMMHOM 00ECIICYCHHH, a TAkKe OT YIPO3 HEAHTPOIIOr€HHO-
ro (c6oeB ammaparypsl H3-3a HEHA/ICXKHOCTH 2I€EMEHTOB, COOEB 3IEKTpOIUTa-
HUsS) U CTHXHIHOTO (YIapoB MOJHHH, [0XKapOB, HABOAHEHUA U T.II.) Xapak-
Tepa.

- Yrpo3sl npeHaMepeHHbIX JeHCTBHI BHYTPEHHHX HapyIHTeIeH.

= prOS’I:I HECAHKIIMOHHUPOBAHHOTI'O OOCTYIIA I10 KaHalaM CBA3H.
Onucanue YyI'p03, BEPOSTHOCTE HX pealn3aldu, OIacHOCTb U aKTyaJIbHOCTh

rnpejcraBiensl B Moaenan yrpo3 0e30[acHOCTH [MEPCOHAIBHBEIX JaHHBIX KaKIOH

- UCTIJIn.
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11 Mexanusm peasusanuu Konnenimu
Peanuzanus Konuenuyu HO/DKHA OCYIIECTBISTHCA Ha OCHOBE MEPCHEKTHB-
HBIX [IPOrPaMM M [1JIAHOB, KOTOPBIE COCTABNIAIOTCS Ha OCHOBAHUU M BO UCIIOTHEHHUE:
e (enepaibHbIX 3aKOHOB B 00nacTn obecneyeHus HHQOpPMaIHOHHON Oe3-
OIAaCHOCTH U 3aIUTEl HHGOPMALIIH;

e mocra"osienuii [TpasutenscTBa Poccuiickoil @enepanay;
noxymeHToB @®CTIK Poccenu;

e morpebuocteit CI1/lH B cpencTBax obecrnedeHus 6e30MacHOCTH HHOP-

Mallyu.
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12 Oxupaemsiii d3¢pderr ot peanusannn Konnenunn

Peammsaius Kornenyn 6esonacnoctu [T 8 UCIT/IH no3sosut:

@

OLIEHUTh cocTosHKUe GezomacHoctd muGoOpManuy UCITIH, BeIIBUTH HC-
TOYHUKM BHYTPEHHHX U BHEIUIHHX yTpo3 HHPOPMalMOHHON Ge3omacHo-
CTH, ONpPENENUTE NPHOPHTETHbIE HANpPaBICHHS MPENOTBPAIIEHHs, OTpa-
MKEHHS U HeUTpanu3alyuy 3TuX yrpos;

paspabotars paclopsAIUTE/bHBIE ¥ HOPMATHBHO-METOAWYECKHE JOKY-
MeHTHI TpuMeHuTensHo kK MCITH;

IPOBECTH KIaccupukanuio u ceprudukarmo MCIx;

MPOBECTH OPraHU3ALUMOHHO-PEXKUMHBIE ¥ TEXHUYECKUE MEPOIPHITHS 110
obecnieyenuro 6ezonacuocta [1/1n B UCITH;

obecrneunTh HeOOXOIUMBIH YpOBEeHb GE30MaCHOCTH 00BSKTOB 3ALIHTEL

OcymecTBienre 3THX MEpONPUSTHI 00eCHeYnT CO3NAHHE eAMHOMH, IEeNocT-

HOHM W CKOOPAMHHPOBAHHOM cucTeMbl HHpOpMannonHoi Gesomacwocty MCIT/IH n

CO34acCT YCJIOBHUA 4TI ee JlaJIbHEHUIIeTO COBCPIICHCTBOBAHMSA.
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13 Criucok Mcnoab30BaHHbIX HCTOUHHKOB

OCHOBHBIMH HOPMATUBHO-TIPABOBEIMU U METOJUYECKUMH HOKYMEHTAMHU, Ha
KOTOpPbIX Gazupyercst HacTosAuas KoHuenus, ABISHOTCS:

1 ®enepansubiit 3akoH oT 27.07.2006 T. Ne 152-03 «O mnepcoHanbHbIX JaH-
HeIX» (Hanee — @3 «O mepcoHaNbHBIX AAHHBIX»), YCTAHABIMBAIOLIMK OCHOBHBIC
MPUHIMIGL U ycnoBus obpaborku I1/1H, npasa, 00S3aHHOCTH U OTBETCTBEHHOCTH
YY4aCcTHUKOB OTHOLICHHUH, CBA3aHHbIX ¢ 00paboTkoi [1/IH.

2 «O6 yTBepXKIeHuM NepeyHs Mep, HAIlPaBIEHHBIX Ha cBecrieqeH e BHITON-
HeHus 00A3aHHOCTEMH, MPeayCMOTPeHHBIX (enepalbHbiM 3akodoM «U nepcoHasib-
HBIX [aHHBIX» U [PUHATHIMH B COOTBETCTBHHM C HUM HOPMATHBHBIMH MPaBOBBIMHU
aKTaMu, OMepaTopaMy, ABISIOIMMHCA FOCYAapCTBEHHBIMH I MYyHHLIHUITAIbHBIMU
opraHamu», B cootBetctBu ¢ Ilocranosnenuem [lpasurensctna PO ot 21.03.2012
Ne211

4 «TpeboBanus K 3allUTe NEPCOHATBHBIX JAHHBIX MPH AX 00pabOTKE B MH-
(OpMalMOHHBIX CHCTeMax MepCOHaNbHBIX NaHHBEIX», yrBepkienHoe [locranosre-
uurem [Ipasurenscrea PO ot 1.11.2012 r. Ne 1119.

3 «lTonoxenne 06 ocoOeHHOCTSIX 0O0pabOTKH I€PCOHANBHBIX JHHBIX, OCY-
LecTBIIseMON 0€3 WCTO/Ib30BaHUS CPEACTB aBTOMAaTH3aLMUm», yTBepxkieHHoe [lo-
CTaHOBﬁeHneM [pasutenscrBa PO o1 15.09.2008 r. Ne 687.

4 «TpebGoBanus K MarepualbHbIM HOCUTENAM OMOMETPHYECKUX IE€PCOHasb-
HBIX JAHHBIX H TEXHOJOTUSM XPAaHCHWs TAKWX JaHHBIX BHE MB(QOPMAIUOHHBIX CH-
CTEM IMEPCOHANBHBIX NAHHbIX», yTBepkaeHHble [locTranoBnenuem llpaBuTenncrsa
P® or 06.07.2008 r. Ne 512.

5 HopmaTtuBHO-MeTOHuecKre NToKyMeHTbl DeaepanbHol Ciry) 05! 10 TeXHH-
YeCKOMY M JKCMepTHOMY KoHTpoiro Poccuiickoi @enepauyn (nanee - GCTOK
Poccun) nmo obecnevenuto 6esonacuoctu [1/1H mpu ux obpadotre B MCI1/1H.

6 Metonuka onpefe/ieHUs] aKTyalbHbIX YIpo3 0G€30MacHOCTH NepCoHaNbHBIX
J@HHBIX OpU UX 00paboTke B HH(OPMALIUOHHBIX CUCTEMaX MEePCOHANBHEIX JaHHBIX,

yTB. 3aMm. aupekropa PCTIK Poccun 15.02.08 r.
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